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Every dollar figure in Part I is a third party’s published measurement — IBM/Ponemon, the FBI, 
statutory penalty text, or a named industry study — never a CyberArmor estimate of its own 



value. Every capability claim is tied to a file path in the product source code, with the project’s 
own maturity rating attached. Where a capability does not exist, this report says so, in Part I 
rather than in a footnote. The costliest incident in the evidence base receives this platform’s 
lowest applicability rating, and the reasons are given.

1 Executive summary
Enterprises are adopting AI faster than they are governing it, and the measured consequences 
are now specific enough to plan against.

IBM’s 2025 Cost of a Data Breach study puts the global average breach at US$4.44 million and 
the US average at US$10.22 million. Within that dataset, three findings define the AI problem 
precisely. Organizations with high levels of shadow AI incurred US$670,000 more per breach 
than those with little or none. Thirteen percent of organizations reported a breach of their 
own AI models or applications — and 97% of those lacked AI access controls. And 63% 
either have no AI governance policy or are still writing one.

The most uncomfortable figure is subtler. In IBM’s table of factors that raise or lower breach 
cost, “Adoption of AI tools” appears as a cost amplifier of +US$193,511, while “AI-driven and 
ML-driven insights” appears as the second-largest mitigator at −US$223,503. Adopting AI 
raises breach cost; governing it lowers breach cost. The gap between those two numbers is the 
entire market this report addresses.

What the incident evidence actually shows. Part II of this report catalogs 36 evidence-
scored AI security incidents from 2023 to 2026, each verified against primary sources. The 
pattern is not the one most vendors describe. Reported enterprise losses total US$69.3 million, 
and 99.85% of that sits in a single class — AI-enabled social-engineering fraud, principally 
deepfake executive impersonation. Every input attack, every runtime failure and every output 
failure in the database produced US$104,600 between them. Almost all the money that has 
moved so far, moved because a person was deceived, not because a system was breached.

That finding cuts against this platform’s own commercial interest, and it is stated first for that 
reason. Deepfake and voice-authenticity detection is not implemented in CyberArmor’s 
codebase — it is roadmap — so the costliest incidents in this report carry the platform’s 
lowest applicability rating. Across all 36 incidents, exactly one earns a High rating under the 
evidence rubric in Part II.

Why the case does not rest on that ledger. The realized-loss table is a lagging indicator, and 
a young one. The leading indicators are in the near-misses: a zero-click exfiltration flaw in 
Microsoft 365 Copilot patched before exploitation, remote code execution in a developer IDE 
from a one-line configuration edit, roughly a hundred genuinely malicious models live on a 
public model hub, and — in July 2026 — an autonomous agent framework that escaped an 
evaluation sandbox and reached production infrastructure at Hugging Face. Each of these was 
found by a researcher, not by the victim’s own controls.

What is verifiable about this platform. Three things, each confirmed by reading the source 
code rather than the marketing site:



A single policy service (services/policy, OPA/Rego with a Python fallback) is consumed 
by the endpoint agent, the proxy agent, the ROS 2 robotics agent, four browser extensions, the 
VS Code extension, the Java RASP library, and the Go, Java, Node.js and Python SDKs. Seven 
distinct surface types enforcing from one policy plane is uncommon; most products in this 
category enforce at one layer.

Runtime enforcement is real but opt-in. The AI proxy implements monitor, warn and block 
modes and returns an explicit block response — the default is monitor, and blocking requires 
configuration. The ROS 2 agent implements an interpose mode that republishes clamped 
actuator commands and a latching emergency stop, rated Pilot by the project.

Compliance evidence is bound to control decisions. Seventeen framework modules are 
present in code; sixteen carry one-click policy packs. Evidence and assessments are persisted 
per tenant against a specific framework and control identifier, and the audit log is hash-
chained and signature-bound with retention enforced at service startup.

What it does not do. No deepfake or voice authenticity verification. No answer-correctness 
validation for customer-facing chatbots. No synthetic-media provenance. The Windows kernel 
minifilter is unsigned and cannot load. Most RASP and SDK language bindings are rated Pilot 
by the project itself. These constraints are listed on the next page, not buried.

The rest of Part I sets out what the published evidence says specific controls are worth. Part II 
is the incident evidence that grounds it.

2 What this platform does not do
A capability claim is only as good as the disclosure that accompanies it. The following were 
established by auditing the product source code against the claimed surface, and each 
constrains something a buyer might otherwise assume.

Deepfake and voice-clone authenticity detection is not implemented. There is no 
content-authenticity code in the repository — no C2PA, no content credentials, no synthetic-
media classifier. This matters more than any other gap in this document, because deepfake 
fraud accounts for essentially all of the realized enterprise loss in the evidence base. Where this 
report discusses those incidents, applicability is rated Low and the platform’s role is confined to 
the phishing or link stage that typically precedes the call.

No synthetic-content provenance classifier. Related but distinct: the platform can 
inventory an AI artifact, but cannot determine whether a piece of media or content was 
machine-generated.

No factual-correctness validation of model output. Shipped output controls address 
toxicity, prompt injection, and sensitive-data classes. A chatbot that confidently states an 
incorrect policy — the Air Canada failure mode — is not addressed by any module in the 
codebase.



Runtime enforcement defaults to observation. The AI proxy’s action mode is set by 
environment variable and defaults to monitor. Block mode is implemented and verified in 
code, but a deployment that does not configure it will observe rather than prevent.

The Windows kernel minifilter is roadmap. The driver is present in source but unsigned, so 
it cannot load on an endpoint. The project states that file, process, detection and policy 
enforcement do not depend on it. The macOS Endpoint Security sensor is rated Pilot.

Language coverage is broad but unevenly mature. Nine SDK languages and nine RASP 
languages are implemented. The project rates Python RASP as Working and the other eight as 
Pilot; the SDK set is rated Pilot as a group.

The robotics agent is Pilot, and there is no cost data for its market. The ROS 2 agent is 
implemented and tested, with hardware validation self-reported by the project. Separately, a 
dedicated search found no published third-party study that assigns a dollar cost to 
robotics or autonomous-system security incidents. Any figure claiming one would be 
constructed rather than measured. This report does not construct one.

Malicious-artifact scanning covers model files, not datasets. The scanner parses pickle 
opcode streams in .pkl, .pt, .ckpt, .bin and similar model formats without executing them. 
It does not parse dataset loaders or configuration templates — which is precisely why the 
Hugging Face platform breach of July 2026 is rated Medium in this report rather than High.

One High applicability rating across thirty-six incidents. Under the rubric in Part II, a 
High rating requires a shipped enforcement point in the relevant execution path, not merely a 
control of the right category. Applying that rule honestly produced one High rating. An earlier 
draft of this report produced five; external review found the standard had been applied too 
loosely, and the ratings were re-derived.

3 The exposure picture

3.1 Breach cost by industry

All figures below are IBM/Ponemon Cost of a Data Breach 2025 averages, in USD millions. 
IBM’s methodology is a self-reported cross-sectional survey of 600 organizations experiencing 
breaches between March 2024 and February 2025, analyzed with activity-based costing. It is 
correlational, not causal, and the sample is small relative to the number of factors reported — a 
caveat IBM states and this report repeats wherever these numbers appear.

Industry
Average breach 
cost Industry

Average breach 
cost

Healthcare $7.42M Media $4.22M

Financial $5.56M Hospitality $4.03M

Industrial $5.00M Transportation $3.98M

Energy $4.83M Education $3.80M

Technology $4.79M Research $3.79M



Industry
Average breach 
cost Industry

Average breach 
cost

Pharmaceuticals $4.61M Communications $3.75M

Services $4.56M Consumer $3.72M

Entertainment $4.43M Retail $3.54M

— — Public sector $2.86M

Global average $4.44M (down 9% from $4.88M in 2024). United States average $10.22M — 
a record, and the figure a US-headquartered buyer should use.

Time is money, and IBM quantifies it. The 2025 mean breach lifecycle is 181 days to 
identify plus 60 days to contain — 241 days, the lowest in nine years. Breaches contained in 
under 200 days averaged $3.87M; those running over 200 days averaged $5.01M. The 
difference — approximately $1.14M — is what detection and containment speed is worth in 
IBM’s dataset.

3.2 The AI-specific picture
Finding Figure Exact framing

Shadow AI cost premium +$670,000 Organizations with high 
levels of shadow AI vs. low or 
none

Breached due to shadow-AI 
incidents

20% Of organizations studied

Breached own AI models or 
applications

13% Of organizations studied

Of those, lacking AI access 
controls

97% “Report not having AI access 
controls in place”

No AI governance policy, or 
still developing one

63% Of organizations studied

Breaches involving attackers 
using AI

16% Most often AI-generated 
phishing (37%) and deepfake 
impersonation (35%)

Two cautions on these numbers, both of which a careful reader will check. First, the +$670,000 
shadow-AI premium and the +$200,321 “Shadow AI” entry in IBM’s cost-factor chart are 
different analyses of the same phenomenon — a two-group cohort comparison and a per-factor 
deviation respectively. They are not the same measurement and must never be added or used 
interchangeably. Second, IBM publishes no dollar figure for “AI access controls” 
specifically; the 97% is a prevalence statistic only, and any monetary claim attached to it would 
be invented.

3.3 Regulatory exposure

Unlike breach costs, statutory penalties are not estimates — they are published maxima in 
legislative text.



Regime Maximum penalty Basis

EU AI Act, Art. 99(3) — 
prohibited practices

€35,000,000 or 7% of total 
worldwide annual turnover, 
whichever is higher

Regulation (EU) 2024/1689

EU AI Act, Art. 99(4) — other 
obligations

€15,000,000 or 3% Same

EU AI Act, Art. 99(5) — 
incorrect or misleading 
information

€7,500,000 or 1% Same

GDPR, Art. 83(5) €20,000,000 or 4% of total 
worldwide annual turnover

Regulation (EU) 2016/679

GDPR, Art. 83(4) €10,000,000 or 2% Same

HIPAA civil monetary 
penalties (effective 28 Jan 
2026)

$145 to $73,011 per violation 
by tier; annual cap 
$2,190,294

Inflation-adjusted; Federal 
Register 2026-01688

The EU AI Act phases in: prohibited practices applied from 2 February 2025; general-purpose 
AI obligations, governance and penalties from 2 August 2025; general application from 2 
August 2026; and product-embedded high-risk classification under Art. 6(1) from 2 August 
2027. For SMEs and start-ups, Art. 99(6) inverts the formula — the lower of the fixed sum and 
the percentage applies.

IBM’s cost-factor chart lists “Noncompliance with regulations” as a +$173,692 amplifier, which 
is a separate and much smaller figure than any statutory maximum. Both belong in a risk 
assessment; they measure different things.

On SEC enforcement, a correction to the common narrative. Item 1.05 of Form 8-K 
requires disclosure of a material cybersecurity incident within four business days of the 
materiality determination, which must be made without unreasonable delay. In October 2024 
the SEC charged four companies over misleading SolarWinds-related disclosures, with penalties 
totaling $6,985,000 (Unisys $4M, Avaya $1M, Check Point $995,000, Mimecast $990,000) — 
but those were brought under general antifraud and disclosure-controls provisions, not Item 
1.05 itself. In November 2025 the SEC dismissed its SolarWinds case with prejudice. No 
penalty has been imposed for an Item 1.05 filing failure as such. A report claiming active SEC 
cyber-disclosure enforcement pressure would be describing 2024, not the present.

4 Control economics: what published evidence says controls are 
worth
IBM’s 2025 report publishes a chart of factors associated with higher and lower average breach 
cost. The table below maps those published deltas to CyberArmor capabilities that were located 
in the product source code, with the file path and the project’s own maturity rating.

Read this table correctly, or not at all. These are per-factor deviations from a baseline in 
a correlational survey — they are not additive, and no organization can claim their 



sum. Factors overlap heavily; the study covers 600 organizations; IBM’s own framing is 
associative. This table shows what the published evidence says a control category is worth in 
that dataset, alongside evidence that CyberArmor implements something in that category. It is 
not a claim about CyberArmor’s efficacy, which has not been independently measured.

4.1 Cost amplifiers this platform is built to reduce
IBM factor 
(verbatim) Published effect

CyberArmor 
capability Code path Maturity

Shadow AI +$200,321 AI-tool 
discovery and 
allowlisting; 
browser 
upload/prompt 
gating; proxy AI-
traffic policy

monitors/
ai_tool_dete
ctor.py, 
extensions/c
hromium-
shared/, 
services/pro
xy/ai_interc
eptor.py

Working

Adoption of AI 
tools

+$193,511 The platform 
premise: 
governing AI use 
rather than 
forbidding it

Cross-platform Working

Supply chain 
breach

+$227,244 AI-BOM 
inventory; OSV 
vulnerability 
scanning with 
KEV/EPSS 
enrichment; 
malicious 
model-file 
scanning; MCP 
configuration 
judgment

collectors/
abom.py, 
control-
plane/vulner
ability_scan
ner.py, 
zero_day/mod
el_scanner.p
y, 
zero_day/mcp
_scanner.py

Working

IoT and OT 
environment 
impacted

+$175,010 ROS 2 topic, 
service and DDS 
monitoring; 
actuator policy; 
sensor integrity

agents/ros-
agent/

Pilot

Noncomplianc
e with 
regulations

+$173,692 17 framework 
modules; 16 one-
click policy 
packs; persisted 
per-control 
evidence

services/
compliance/

Working

Security +$207,914 Single policy services/ Working



IBM factor 
(verbatim) Published effect

CyberArmor 
capability Code path Maturity

system 
complexity

plane consumed 
across seven 
surface types — 
see the cross-
layer section, 
which is the 
direct response 
to this factor

policy/

4.2 Cost mitigators this platform implements
IBM factor 
(verbatim) Published effect

CyberArmor 
capability Code path Maturity

Security 
analytics or 
SIEM

−$212,061 Per-connector 
forwarding to 
Splunk, Sentinel, 
QRadar, Elastic, 
Google SecOps, 
Syslog/CEF

services/
siem-
connector/
outputs/

Pilot

Encryption −$208,087 FIPS and post-
quantum crypto 
modules; secrets 
service with 
OpenBao; per-
tenant envelope 
encryption of 
provider 
credentials

crypto/
fips.py, 
crypto/pqc.p
y, 
services/sec
rets-
service/, 
services/ai-
router/

Working / 
Configurable

AI governance 
technology

−$191,893 OPA/Rego policy 
engine with 
Python fallback; 
hash-chained 
signed audit; 
agent identity 
and delegation

services/
policy/, 
services/aud
it/, 
services/age
nt-identity/

Working

Identity and 
access 
management

−$189,838 Enterprise SSO 
(OIDC + PKCE) 
with JIT 
provisioning; 
TOTP MFA with 
backup codes; 
directory 
enrichment 
across Entra, 

services/
control-
plane/, 
services/das
hboard-auth/, 
services/ide
ntity/provid
ers/

Working



IBM factor 
(verbatim) Published effect

CyberArmor 
capability Code path Maturity

Okta, Ping, AWS 
IAM

Endpoint 
detection and 
response

−$168,361 Endpoint agent 
with file, 
process, 
network and AI-
tool monitors; 
DLP redaction; 
policy 
enforcement; 
quarantine

agents/
endpoint-
agent/

Working

Attack surface 
management

−$160,547 AI-BOM across 
endpoints, 
repositories, 
cloud sources 
and artifact 
registries; 
vulnerability 
scanning 
prioritized by 
known-
exploited status

collectors/
abom.py, 
services/con
trol-plane/

Working

Data security 
and protection 
software

−$157,456 16-class PII 
regex catalog 
plus 6-class 
NER; redaction 
enforcement at 
proxy and 
endpoint; HMAC 
pseudonymizati
on

services/
detection/, 
agents/endpo
int-agent/dl
p/redactor.p
y

Working / 
Configurable

AI governance 
policies

−$147,097 One-click policy 
packs per 
framework, 
tenant-scoped

services/
compliance/
policy_packs
.py

Working

Two factors in IBM’s mitigator list — “CISO appointed” (−$113,840) and “Board-level oversight” 
(−$110,772) — are organizational rather than technical, and no product supplies them. They 
are listed here because omitting them would misrepresent the chart.

A separate and larger IBM figure, on a different scale. IBM separately reports that 
organizations “using AI and automation extensively throughout their security operations saved 
an average $1.9 million in breach costs” — $3.62M versus $5.52M — and shortened the breach 
lifecycle by 80 days. This is a two-group cohort comparison, not a per-factor deviation, and 



cannot be placed in the same table as the figures above without a methodology error. It is 
reported here on its own terms.

Verification note: both independent extractions of IBM’s cost-factor chart rendered the baseline 
as $4.88M, which is the 2024 global average rather than 2025’s $4.44M. This report could not 
confirm which baseline IBM anchors that chart to, and flags it as unresolved rather than 
assuming.

5 Cross-layer policy enforcement
Most controls in this market enforce at one layer. A prompt-injection filter sits in front of a 
model. A DLP tool sits on an endpoint. A gateway sits in the network path. Each holds its own 
policy, and a policy change means changing several systems that do not agree with each other. 
IBM’s data puts a number on the consequence: “Security system complexity” is a +$207,914 cost 
amplifier — the second-largest amplifier in the published chart.

The architectural response verified in this codebase is a single policy plane. 
services/policy implements an OPA/Rego-backed engine with a Python fallback, tenant-
scoped rules, artifact references and API-key flows, with tests. Its policy client is consumed — 
verified by tracing imports and calls across the repository — by:

Surface Consumers found in code

Endpoint agents/endpoint-agent/ and its hooks, 
local proxy, and packaged installer payload

Network / gateway agents/proxy-agent/, 
services/proxy/, services/runtime/

Robotics agents/ros-agent/

Browser extensions/chromium-shared/, 
extensions/firefox/, 
extensions/safari/

Developer tooling extensions/vscode/

Application runtime rasp/java/

Application code sdks/python/, sdks/go/, sdks/java/, 
sdks/nodejs/

Control plane services/control-plane/, 
services/dashboard-auth/, 
services/url-trust-gate/

Seven distinct surface types — endpoint, gateway, robot, browser, IDE, application runtime, 
and application code — evaluating against one policy service. A tenant rule written once is 
available to all of them.

The honest boundary. This report verified that the policy client is consumed at each of these 
surfaces. It did not execute an end-to-end test proving that a single policy change propagates 



and enforces identically at all seven simultaneously; that is a deployment validation, not a code 
audit, and it is the test a serious buyer should demand in a proof of concept.

6 Active AI runtime security
“Active” is a claim worth checking rather than accepting, so here is what the code does.

The AI proxy implements real enforcement. services/proxy/ai_interceptor.py 
defines an action mode of monitor, warn, or block. In block mode it returns a rejection 
carrying an explicit X-CyberArmor-Action: block header, driven by detection-service 
results and policy evaluation, with prompt-injection pattern matching, PII detection and 
redaction in the request path, and awareness of MCP methods. The default is monitor. 
Enforcement is opt-in by environment variable — an honest and fairly common engineering 
choice, and one a buyer should know about before assuming out-of-box prevention.

The robotics agent enforces on the wire. agents/ros-agent/actuator_policy.py 
implements a clamp action and a latching emergency stop with audit; actuator_bridge.py 
implements two modes selected by whether an output topic differs from the input topic — 
observe, which reports violations without altering what the robot receives, and interpose, 
which republishes the sanitized command. The project reports wire-level verification that a 9.0 
m/s command against a 2.0 m/s limit was delivered downstream as 2.0 m/s. Rated Pilot; the 
hardware validation is the project’s own account, not independently reproduced here.

Runtime application self-protection ships in nine languages, of which the project rates 
Python Working and the remaining eight Pilot.

Endpoint enforcement includes policy enforcement, DLP redaction, quarantine, and a 
privileged-action broker for remediation, with the patch-remediation path rated Pilot and 
entitlement-gated.

7 Active AI runtime governance
Governance is the part that survives after an incident, when someone asks what happened and 
who approved it.

The audit log is built to be evidentiary. services/audit/main.py implements an 
immutable event log with post-quantum signatures, and each record carries prev_signature 
and chain_hash — a hash chain, so tampering with any record breaks every subsequent one. 
Retention enforcement is checked at service startup and the service refuses to start without it. 
Delegation chains are recorded on events, and there is a batch-chain test.

Agent identity is a first-class object. services/agent-identity/ and the SDK’s 
identity/delegation.py register agent principals and record delegation chains, so a 
request made by an autonomous agent carries the provenance of who or what authorized it. 
This is the control class that the Replit and Freysa incidents in Part II demonstrate is missing 
from most agent deployments.



Integration exposure is discoverable. services/integration-control/ enumerates 
service principals, OAuth grants and high-risk scopes across Microsoft 365, Google Workspace, 
Salesforce and agentic AI platforms — the surface through which an over-permissioned AI 
integration reaches enterprise data.

8 Compliance coordination across layers
Seventeen framework modules are present in services/compliance/frameworks/: SOC 2, 
ISO 27001, ISO/IEC 42001, NIST CSF, NIST 800-53, NIST AI RMF, CMMC Level 3, SEC Cyber, 
FINRA Cyber, NYDFS Part 500, GDPR, CCPA, PCI DSS, CIS Controls v8, CSA CCM, OWASP, and 
SANS Top 25. Sixteen carry one-click policy packs; SANS Top 25 has an assessment module 
but no pack, and this report states that rather than rounding up.

What distinguishes this from a compliance checklist is where the evidence comes from. 
main_persisted.py defines tenant-scoped evidence, assessment and attestation models 
keyed on framework_id and control_id, with a uniqueness constraint per tenant, 
framework and control. Evidence is bound to the control decision that produced it, and manual 
attestation exists for controls with no technical policy — an honest acknowledgment that not 
every control can be evidenced automatically.

The consequence for a regulated buyer: because the same policy plane serves endpoint, 
gateway, browser, IDE, robot and application layers, and because policy decisions write into a 
hash-chained audit log, evidence for a single control can be produced across layers from one 
system rather than assembled from several. The ISO/IEC 42001 and NIST AI RMF modules 
matter here specifically — they are AI-management-system frameworks, and they are the ones 
an auditor will reach for as the EU AI Act’s August 2026 general application date arrives.

9 Physical AI and robotics: what is knowable
A buyer evaluating AI security for robotics deserves an honest statement of what the evidence 
base contains, because it is thinner than the marketing in this category suggests.

There is no published third-party study assigning a dollar cost to robotics or 
autonomous-system security incidents. This was searched from four independent angles — 
robot security incident cost, autonomous mobile robot breach impact, robot safety incident 
cost, and robotics recall cost. What exists is academic vulnerability research without cost data, 
vendor market-sizing, and uncosted proof-of-concept exploits. Any per-incident figure for robot 
compromise in circulation is constructed, not measured. This report does not construct one.

What can be cited honestly:

IBM 2025 lists “IoT and OT environment impacted” as a +$175,010 cost amplifier — the closest 
published figure to an operational-technology security premium.

Siemens/Senseye, True Cost of Downtime 2024, reports Fortune Global 500 downtime 
losses of approximately $1.4 trillion annually, around 11% of revenues, an average large 
plant loss of $253M per year, and per-hour figures of $2.3M in automotive and $36,000 in 



fast-moving consumer goods. The methodology caveat must travel with these numbers: the 
study rests on 181 completed interviews extrapolated globally using public plant and 
headcount data, and Siemens itself warns that sector mix shifted between waves, making year-
on-year comparison indicative only. It is a small-sample, vendor-sponsored survey extrapolated 
to a very large figure.

The one published autonomous-system penalty is the US$1.5 million civil penalty GM 
Cruise agreed to under an NHTSA consent order in September 2024 — and it was for failing to 
fully report a pedestrian crash, a reporting failure rather than a security incident.

CyberArmor’s ROS 2 agent is rated Pilot by the project. The defensible claim is that it 
implements topic, service and DDS monitoring, actuator policy with clamping and a latching 
emergency stop, and sensor-integrity checking, with tests — and that this is a control class for 
which no third-party cost benchmark yet exists.

10 How to read Part II
Part II is the evidence base: 36 AI security incidents from 2023 to 2026, each verified against 
primary sources, scored on a published rubric, and mapped to CyberArmor capabilities with the 
code path named. It is deliberately unflattering in places. Nineteen of the thirty-six incidents 
receive a Low applicability rating. The single costliest incident receives a Low rating. Three of 
the ten OWASP LLM Top 10 categories have no incident behind them at all, and this report says 
so rather than filling the gap.

That restraint is the reason the rest of the document can be trusted. A buyer comparing 
vendors should ask each of them for the same thing: the list of incidents their product would 
not have helped with, and the code path for every incident they claim it would.

11 Part II — The evidence base: AI security incidents, 2023–2026
Part I set out what published evidence says AI failure costs and what control categories are 
worth. Part II is the incident record that grounds it: 36 incidents verified against primary 
sources, scored on the rubric below, and mapped to code. Where the evidence does not support a 
claim, the entry says so.

12 Methodology
Scope and classification. Every incident is assigned to exactly one of four classes. Class A — 
Input/ingestion attacks on AI systems: indirect prompt injection, malicious 
documents/URLs, RAG and knowledge-base poisoning, MCP/tool poisoning, poisoned training 
data, malicious model files, AI supply-chain packages. Class B — Process/runtime failures 
of AI systems: jailbreaks with real-world consequences, AI privilege misuse and scope 
violations, model and weight theft, insecure AI-platform infrastructure, and production 
guardrail bypasses. Note that this class is defined by the nature of the failure, not by whether 
an AI-specific control was the missing layer — that question is answered separately by the 



applicability rating, and for several Class B entries the answer is that no AI-specific control was 
decisive. Class C — Output failures with real-world cost: hallucination liability, fabricated-
citation sanctions, harmful or brand-damaging chatbot output, data leakage in outputs, 
copyright/output-liability actions. Class D — AI-enabled attacks on enterprises: deepfake 
executive fraud, AI-generated phishing/BEC, voice-clone fraud.

Figure 1. The four incident classes mapped to the AI system they attack. Classes A, B and C strike 
the input, process and output layers respectively; Class D bypasses the AI system altogether and 
attacks the humans and payment workflows around it.

Eligibility window. An incident qualifies if its occurrence, its public disclosure, or its 
adjudication falls between January 2023 and July 2026. This admits three entries whose 
underlying events predate the window but whose disclosure or adjudication does not: the 
PyTorch torchtriton compromise (December 2022, with remediation and analysis running 
into 2023), and the Air Canada chatbot interaction (November 2022, adjudicated February 
2024). One entry, the US$35M voice-clone fraud (D-2), fails even that test — the heist occurred 
in January 2020 and was reported in October 2021 — and is included as an explicit pre-



window historical exception, because it is the only comparably sized corporate voice-clone 
loss on record and omitting it would distort the Class D picture. It is labeled as such at the 
entry.

Per-incident scoring. Each incident records: Class (A/B/C/D); Evidence Quality 
(High/Med/Low); Public Documentation (Yes/Partial); Headline Prominence (major 
mainstream / trade press / research disclosure); Financial Impact (Reported vs. Modeled — 
never blended); CyberArmor Applicability; Protection Layer (Input/Process/Output); and 
Confidence (High/Med/Low).

The applicability scale has five levels, and they are defined by evidence, not by 
enthusiasm. High requires all three of: the incident falls within the attack class a named 
shipped control targets; that control constitutes an enforcement point in the relevant execution 
path, not merely an adjacent scanner, inventory or policy-expression capability; and the code 
audit located the implementing path. Medium-High meets the first and third but the 
enforcement position is periodic, advisory, or not demonstrated end-to-end. Medium meets the 
class match, but deployment or integration into the affected architecture is not demonstrated. 
Low-Medium means only a partial or adjacent mechanism maps, with the decisive control 
absent or roadmap. Low means no shipped control addresses the mechanism that actually 
caused the loss. Ratings were re-derived against this rubric after an external review found that 
several High ratings rested on class match alone.

Counterfactual language rules. This report never states that “CyberArmor would have 
prevented X.” Permitted forms are: “this incident falls within the attack class CyberArmor’s 
[named control] is designed to intercept at the [input/process/output] layer,” and “a trust-
infrastructure layer could plausibly have reduced exposure because [mechanism].” Every 
applicability claim states the mechanism. For Class D (AI-enabled attacks), applicability claims 
are specific about where CyberArmor sits; where the code does not contain the relevant 
capability (deepfake/voice authenticity), the incident’s applicability is Low and the capability 
is labeled “(roadmap).”

Cost figures. Reported amounts appear only with citable primary sources (court/tribunal 
rulings, SEC filings, company statements, law-enforcement releases, IBM/Ponemon 2025). 
Where no reported cost exists, modeled exposure is presented and clearly labeled, anchored to 
IBM 2025 figures (global average US$4.44M, US average US$10.22M, shadow-AI premium 
+US$670K), with arithmetic shown. Aggregate reported and modeled totals are presented as 
separate numbers and never summed into one figure.

Citation integrity. Every factual claim has a resolvable URL. CVE numbers, CVSS scores, dates, 
and dollar figures were matched against NVD, vendor advisories, and rulings; conflicts are 
flagged in-line and in the Limitations section. Two corrections surfaced during verification and 
are reflected throughout: the “CamoLeak” incident has no assigned CVE (CVE-2025-59145 
belongs to an unrelated npm compromise), and the widely-repeated “$100k+ Semrad sanction” 
is in fact US$5,500.

Code-verification basis. Every CyberArmor capability referenced was located in the product 
source code and recorded in the Capability-to-Code Map (Appendix A), which also enumerates 
verified language counts (9 SDK languages, 9 RASP languages) and labels unimplemented 
capabilities “(roadmap).” Marketing-site language was used only for positioning and never as 



evidence of capability. Where a capability’s maturity is the project’s own self-assessment 
(Working/Pilot/Roadmap), the report says so.

Taxonomy. Every OWASP, MITRE ATLAS and MITRE ATT&CK identifier in this report was 
verified against the official primary sources — the OWASP GenAI project site, MITRE’s 
published ATLAS dataset (content release 2026.06), and the MITRE ATT&CK STIX distribution 
(Enterprise v19.1). Appendix B gives the full cross-reference. Three corrections that verification 
forced are worth stating up front, because they are the kind of error that discredits a document 
of this type: ATT&CK T1656 Impersonation has been revoked and is superseded by 
T1684.001; MITRE has systematically renamed ATLAS techniques from “ML” to “AI” (so 
AML.T0010 is AI Supply Chain Compromise, and the former “Backdoor ML Model” is now 
AML.T0018 Manipulate AI Model); and, contrary to a common assumption, deepfake fraud 
does now have first-class coverage in both frameworks — ATLAS AML.T0088 Generate 
Deepfakes and AML.T0052.001 Deepfake-Assisted Phishing, and ATT&CK T1683.002 Audio-Visual 
Content, all added between late 2025 and April 2026.

13 Market context: what conventional breaches cost
This section quantifies the broader breach economy so AI-incident figures can be sized against it. 
The mega-breaches named here are not AI incidents and receive no CyberArmor applicability 
rating — each was caused by conventional security failure (stolen credentials, unpatched 
software, cloud misconfiguration). They appear only as economic context, per this report’s hard 
exclusion rule.

IBM / Ponemon Cost of a Data Breach 2025 (released July 30, 2025): the global average 
breach cost fell to US$4.44 million — the first decline in five years, down from US$4.88M in 
2024 — while the US average reached a record US$10.22 million. Organizations with high 
levels of shadow AI incurred US$670,000 more per breach than those with low or no shadow 
AI; 20% of studied organizations reported a breach due to security incidents involving shadow 
AI, and separately 13% reported breaches of their own AI models or applications, of which 
97% lacked AI access controls. 16% of breaches involved attackers using AI (most often AI-
generated phishing at 37% and deepfake impersonation at 35%). The mean time to identify and 
contain reached a nine-year low of 241 days; healthcare remained the costliest industry at 
US$7.42M.

FBI Internet Crime Report 2025 (released April 2026): total reported losses of US$20.877 
billion across 1,008,597 complaints, including business email compromise of US$3.05 billion; 
the report’s first dedicated AI-fraud section recorded 22,364 complaints referencing AI with 
losses of nearly US$893 million, citing voice clones and fabricated videos. (IC3 figures are 
victim-reported losses — a different measurement class from IBM’s modeled per-breach 
averages, and never combined with them here.)

Deloitte Center for Financial Services (May 2024) — a projection, not a measurement: 
generative AI “could enable fraud losses to reach US$40 billion in the United States by 2027, 
from US$12.3 billion in 2023.” This is a scenario endpoint and is labeled as such wherever it 
appears.



Illustrative conventional mega-breaches (no AI nexus): Change Healthcare / 
UnitedHealth (2024) — a total cyberattack cost estimated at ~US$2.9 billion, a ~US$22 million 
ransom, and ~190 million individuals affected, rooted in stolen credentials used against a Citrix 
portal with no multi-factor authentication. MOVEit / Clop (2023) — 1,000+ organizations and 
~60 million individuals in an August-2023 snapshot (final tallies grew substantially), rooted in 
a zero-day SQL-injection vulnerability (CVE-2023-34362) in file-transfer software. In every such 
case the decisive missing control was ordinary security hygiene; an AI-trust layer sits above 
these controls and would not have prevented them.

14 Incident database
The database is organized by class. Within each class, entries are ordered by a combination of 
financial impact and public recognizability rather than by cost alone — so the most widely 
known incident may precede a larger but less recognized one, as with D-1 and D-2. Strict cost 
ranking is given in the cross-incident analysis. Each entry carries a scoring table, a narrative, 
technical detail, taxonomy tags, and a mechanism-grounded CyberArmor applicability 
assessment with the implementing code path named.

14.1 Class D — AI-enabled attacks on enterprises

Class D holds the largest reported losses in this database and the heaviest mainstream coverage. 
It is also where CyberArmor’s applicability is most constrained: deepfake and voice-clone 
authenticity detection is not implemented in the product (Appendix A), so these incidents are 
scored Low and the platform’s realistic placement is described only at the phishing/URL lure 
stage. The exception is D-5, where the AI-specific failure is a content-provenance problem at 
ingest rather than a media-authenticity problem on a live call.

A note on victim type. Entries D-1 through D-5 have enterprise victims and are the only Class D 
incidents included in this report’s enterprise-loss aggregate. Entries D-6 and D-7 — a Singapore 
individual and a multi-victim syndicate total — are scored and documented here because they 
are large, well-sourced and frequently cited, but their losses are reported on a separate line and 
never folded into the enterprise figure.

14.1.1 D-1. Arup — deepfake video-conference CFO fraud (Hong Kong, January 2024)

HK$200,000,000 (≈US$25.6M) — Reported. The largest verified corporate loss involving 
a staged multi-party deepfake video conference located by this review. (Note: entry D-2, 
a 2020 voice-clone fraud, is larger at US$35M and is also mapped to Generate Deepfakes; the 
superlative here is deliberately narrowed to the video-conference pattern.)

Attribute Value

Class D — AI-enabled attack on an enterprise

Evidence quality High (HK police briefings; official LegCo 
record; victim confirmed on record)

Public documentation Yes

Headline prominence Major mainstream (FT, CNN, Guardian, 



Attribute Value

SCMP, Fortune)

Financial impact Reported: HK$200 million (SCMP conversion 
US$25.6M)

CyberArmor applicability Low

Protection layer Input (lure stage only)

Confidence High

In mid-January 2024, a finance employee in the Hong Kong office of the UK engineering firm 
Arup received a phishing message purporting to come from the UK-based chief financial 
officer, followed by a multi-person video conference in which every participant except the 
victim — including the digitally recreated CFO — was a deepfake built from publicly available 
footage. The employee made 15 transfers to five local bank accounts, totaling about HK$200 
million.

Timeline. Phishing contact and transfers occurred over roughly a week in mid-to-late January 
2024; the case was reported to police on January 29, 2024, and disclosed at a public briefing on 
February 4, 2024, at which Acting Senior Superintendent Baron Chan Shun-ching said that “in a 
multi-person video conference, it turns out that everyone you see is fake.” Arup was identified 
as the victim by the Financial Times and CNN on May 16–17, 2024, and confirmed on the record. 
As of the last official statement located (Hong Kong government, June 26, 2024), the case 
remained under investigation, with no arrests or recovery announced.

Technical root cause. No system was breached — Arup confirmed that “none of our internal 
systems were compromised.” The compromised layer was human identity verification inside a 
payment workflow: pre-recorded deepfake video and audio synthesized from public footage, 
presented in a staged conference and anchored by a prior phishing email.

Attack chain. Reconnaissance harvests public executive video/audio; deepfake personas are 
synthesized; a phishing email establishes pretext; a staged multi-party video call applies 
authority and urgency; the victim authorizes 15 transfers to five mule accounts; funds disperse.



Figure 2. The Arup attack chain. The single shipped CyberArmor control (blue) touches only the 
lure stage; the step that actually decided the loss — the synthetic video call — maps to a 
capability that is not implemented in the product, and the final control that would have stopped 
the transfers lies outside the product surface entirely.

Taxonomy (verified). OWASP LLM Top 10: not applicable — the AI is the attacker’s tool, and 
no LLM sits in the victim’s decision path. MITRE ATLAS: AML.T0088 Generate Deepfakes (AI 
Attack Staging) → AML.T0052.001 Deepfake-Assisted Phishing (Initial Access) → AML.T0073 
Impersonation (Defense Evasion). MITRE ATT&CK v19: T1683.002 Generate Content: Audio-
Visual Content (Resource Development) → T1684.001 Social Engineering: Impersonation 
(Stealth) → T1566 Phishing (Initial Access). Note that ATT&CK T1656, widely cited for 
impersonation, was revoked in v19 and should no longer be used.

CyberArmor applicability — Low. Detecting deepfake media is a roadmap capability, not a 
shipped one, so no applicability is claimed for the video-call stage, which is where this loss was 
decided. The one stage that falls within a shipped control class is the documented initial 
phishing email: URL/context trust gating at ingestion (services/url-trust-gate/, the 



Chromium extension extensions/chromium-shared/, the Outlook add-in handler 
extensions/office365/src/handlers/outlook-handler.js, Pilot) is designed to 
intercept the lure-stage link and context class. A trust-infrastructure layer could plausibly have 
reduced exposure only at that first hop; payment-workflow verification is outside the product 
surface. What actually defeats this attack class today is out-of-band human verification 
procedure, as the attempted cases in D-4 demonstrate.

Sources. SCMP, Feb 4 2024 · SCMP, May 17 2024 — Arup confirmed · HKFP, Feb 5 2024 · 
Fortune, May 17 2024 — Arup statement · Hong Kong government LCQ9, Jun 26 2024 (primary)

14.1.2 D-2. Voice-clone bank fraud (Hong Kong branch / UAE investigation, January 2020)

US$35,000,000 — Reported.

Attribute Value

Class D

Evidence quality Medium-High (court filing obtained by 
Forbes; victim never named)

Public documentation Partial (US court filing requesting legal 
assistance)

Headline prominence Major mainstream (Forbes exclusive)

Financial impact Reported: US$35 million (Dubai Public 
Prosecution filing); US$415,973.50 traced to 
two US accounts

CyberArmor applicability Low

Protection layer Input (accompanying forged-email stage 
only)

Confidence Medium-High

In early 2020, a branch manager of a Japanese company’s Hong Kong office received a call in 
what he recognized as the voice of a director of the parent business — an AI voice clone — 
supported by forged emails from the director and a lawyer about a purported acquisition. He 
authorized transfers of US$35 million. The case became public in October 2021 when Forbes 
obtained a Dubai Public Prosecution request for US legal assistance, filed in the US District 
Court for the District of Columbia, referencing at least 17 known and unknown defendants. Two 
transfers totaling US$415,973.50 were traced to US Centennial Bank accounts. The victim 
organization was never publicly named, and no arrests or prosecutions were ever reported.

Technical root cause. Voice synthesis defeating voice-recognition trust, corroborated by 
forged email, driving an authority-based wire authorization. No victim-side system 
compromise was reported.

Taxonomy (verified). OWASP LLM Top 10: not applicable. MITRE ATLAS: AML.T0088 
Generate Deepfakes → AML.T0052.001 Deepfake-Assisted Phishing → AML.T0073 
Impersonation. MITRE ATT&CK v19: T1683.002 Audio-Visual Content → T1684.001 Social 
Engineering: Impersonation → T1566.004 Spearphishing Voice.

https://www.info.gov.hk/gia/general/202406/26/P2024062600192.htm
https://fortune.com/europe/2024/05/17/arup-deepfake-fraud-scam-victim-hong-kong-25-million-cfo
https://hongkongfp.com/2024/02/05/multinational-loses-hk200-million-to-deepfake-video-conference-scam-hong-kong-police-say/
https://www.scmp.com/news/hong-kong/law-and-crime/article/3263151/uk-multinational-arup-confirmed-victim-hk200-million-deepfake-scam-used-digital-version-cfo-dupe
https://www.scmp.com/news/hong-kong/law-and-crime/article/3250851/everyone-looked-real-multinational-firms-hong-kong-office-loses-hk200-million-after-scammers-stage


CyberArmor applicability — Low. Voice-authenticity verification is a roadmap capability; no 
claim is made for the call itself. The forged-email corroboration stage falls within ingestion-side 
content/URL trust gating (services/url-trust-gate/, Outlook handler, Pilot) — a 
plausible exposure-reduction point, not a decisive one, since the decisive trust decision was 
auditory.

Sources. Forbes, Oct 14 2021 · Commsrisk — reading of the court filing · AI Business

14.1.3 D-3. Deepfake CFO video call, unnamed UK multinational’s Hong Kong branch (May 
2024)

≈HK$4,000,000 (US$511,968) — Reported.

Attribute Value

Class D

Evidence quality High (HK police; official LegCo record)

Public documentation Yes (victim unnamed)

Headline prominence Trade / regional mainstream (SCMP)

Financial impact Reported: “nearly HK$4 million” (SCMP 
conversion US$511,968)

CyberArmor applicability Low

Protection layer Input (lure stage)

Confidence High

Four months after Arup, an employee of a multinational trade company’s Hong Kong branch 
received a WhatsApp message impersonating the CFO, joined a video call with a deepfake CFO 
built from publicly available footage, and paid out nearly HK$4 million (May 20–21, 2024; 
reported May 30). This was Hong Kong’s second corporate deepfake-meeting case, evidence 
that the Arup pattern immediately repeated at smaller scale. Applicability logic is identical to 
D-1 (Low; lure-stage only).

Sources. SCMP, May 30 2024 · Hong Kong government LCQ9 (primary)

14.1.4 D-4. The executive-deepfake attempt wave: Ferrari, WPP, LastPass, Wiz (2024)

US$0 — Reported (every attempt thwarted at a human verification step).

Attribute Value

Class D

Evidence quality High for WPP/LastPass/Wiz (victim-
confirmed); Medium for Ferrari (Bloomberg, 
company declined comment)

Public documentation Yes / Partial (Ferrari)

Headline prominence Major mainstream

Financial impact Reported: US$0

https://www.info.gov.hk/gia/general/202406/26/P2024062600192.htm
https://www.scmp.com/news/hong-kong/law-and-crime/article/3264684/hong-kong-employee-tricked-paying-out-hk4-million-after-video-call-deepfake-chief-financial-officer
https://aibusiness.com/verticals/uae-authorities-request-us-help-in-tracking-down-deep-voice-scammers
https://commsrisk.com/cloned-voice-of-company-director-used-for-35mn-bank-theft-says-uae-police/
https://www.forbes.com/sites/thomasbrewster/2021/10/14/huge-bank-fraud-uses-deep-fake-voice-tech-to-steal-millions/


Attribute Value

CyberArmor applicability Low

Protection layer Input (initial-contact stage)

Confidence High

Across 2024, AI voice and video impersonation of chief executives was attempted against 
Ferrari (a voice clone of Benedetto Vigna, defeated when an executive asked which book Vigna 
had recently recommended), WPP (a Teams meeting with a voice clone and YouTube footage 
impersonating Mark Read, defeated by staff vigilance), LastPass (WhatsApp deepfake audio of 
Karim Toubba, ignored and reported by the employee), and Wiz (a deepfake voice of Assaf 
Rappaport sent to dozens of employees for credential harvesting, which failed because the 
cadence sounded wrong). Italy’s parallel case — roughly €1 million extracted from 
businessman Massimo Moratti via a cloned defense-minister voice, later frozen by Milan 
prosecutors — shows the same tooling against individuals.

Analytical significance. In all four attempts, human skepticism interrupted the chain — 
though the form varied and the distinction matters. Ferrari used an explicit out-of-band 
challenge question. WPP and LastPass were defeated by employees who found the contact itself 
anomalous and reported it rather than acting on it. Wiz failed because the synthesized voice’s 
cadence sounded wrong to its listeners. Only the first is verification in the procedural sense; the 
others are alertness, which is far harder to guarantee. Taken together they are still the 
strongest available evidence that the Arup-class loss is a human-trust failure rather than a 
detection failure — and that content-authenticity detection, a roadmap capability, is not where 
the defense actually lives today.

Sources. Ferrari: Bloomberg via Spokesman-Review, Fortune · WPP: The Guardian, May 10 
2024 · LastPass: company blog (primary) · Wiz: TechCrunch · Moratti: Reuters via Cyprus Mail

14.1.5 D-5. United States v. Smith — AI-generated music and bot accounts drain streaming 
royalties (indicted 2024; guilty plea 2026)

US$8,091,843.64 forfeited — Adjudicated. The largest criminally adjudicated AI-fraud 
figure in this database.

Attribute Value

Class D — AI-enabled attack on enterprises 
(streaming platforms)

Evidence quality High (DOJ primary)

Public documentation Yes

Headline prominence Major mainstream

Financial impact Adjudicated: US$8,091,843.64 forfeiture 
(guilty plea, March 19, 2026). The US$10M+ 
figure widely quoted is the alleged amount 
from the September 2024 indictment

CyberArmor applicability Low-Medium

https://cyprus-mail.com/2025/02/12/italian-police-freeze-cash-from-ai-voice-scam-that-targeted-business-leaders
https://techcrunch.com/2024/10/28/wiz-ceo-says-company-was-targeted-with-deepfake-attack-that-used-his-voice/
https://blog.lastpass.com/posts/attempted-audio-deepfake-call-targets-lastpass-employee
https://www.theguardian.com/technology/article/2024/may/10/ceo-wpp-deepfake-scam
https://www.theguardian.com/technology/article/2024/may/10/ceo-wpp-deepfake-scam
https://fortune.com/2024/07/27/ferrari-deepfake-attempt-scammer-security-question-ceo-benedetto-vigna-cybersecurity-ai
https://www.spokesman.com/stories/2024/jul/26/ferrari-narrowly-dodges-deepfake-scam-simulating-d/


Attribute Value

Protection layer Input (synthetic-content provenance at 
ingest)

Confidence High

Michael Smith of Cornelius, North Carolina was charged in the Southern District of New York 
on September 4, 2024 with wire fraud conspiracy, wire fraud, and money-laundering 
conspiracy. Working with an AI music company that supplied “hundreds of thousands” of 
generated songs weekly under randomized filenames to obscure their artificial origin, he 
uploaded them across Amazon Music, Apple Music, Spotify and YouTube Music and streamed 
them billions of times using thousands of bot accounts and automation software — at peak 
roughly 661,440 streams a day, worth about US$1.2 million a year. He pleaded guilty on March 
19, 2026 to one count of conspiracy to commit wire fraud, forfeiting US$8,091,843.64. Sentencing 
was scheduled for July 29, 2026 and remains pending as of this writing.

The indictment quotes his own reasoning, which is the technical heart of the case: “A billion 
fake streams spread across tens of thousands of songs… would be more difficult to detect, 
because each song would only be streamed a much smaller number of times.”

Technical root cause. Generative music let a single actor mass-produce enough unique-
looking catalog to spread bot-driven streams thinly across hundreds of thousands of tracks, 
staying beneath the per-track anomaly thresholds that streaming platforms use to detect fraud. 
Cheap synthetic content collapsed the long-standing assumption that a large unique catalog 
implies a legitimate artist.

Taxonomy (verified). OWASP LLM Top 10: not applicable — the victim platforms ran no LLM 
in the abused decision path. MITRE ATLAS: AML.T0016.002 Obtain Capabilities: Generative AI 
→ AML.T0048 External Harms (Financial Harm). MITRE ATT&CK v19: T1683.002 Generate 
Content: Audio-Visual Content — the fraudulent artifacts were generated songs, i.e. synthetic 
audio, not written material; T1588.007 Obtain Capabilities: Artificial Intelligence.

CyberArmor applicability — Low-Medium, split honestly. The bot-account layer is generic 
anti-fraud — account integrity, device fingerprinting, behavioural analytics — and the 
platforms already had those controls; they did not fail so much as get diluted. What actually 
defeated detection was AI-specific: synthetic content generated faster and cheaper than 
provenance could be established for it. The shipped mechanisms that map are AI-artifact 
inventory and content classification at ingest 
(agents/endpoint-agent/collectors/abom.py, 
services/control-plane/artifact_collector.py) and detection-service content 
classification (services/detection/). Limitation, stated plainly: CyberArmor ships no 
synthetic-media provenance or AI-generated-content classifier, which is the control this case 
most directly calls for; that capability is (roadmap). The Low-Medium rating reflects that only 
an adjacent mechanism maps: inventorying a submitted artifact does not establish whether the 
music is synthetic, whether the streams are fraudulent, or whether royalties should be 
withheld. The decisive controls are absent.

Sources. DOJ SDNY indictment release, Sept 4 2024 (primary) · DOJ SDNY guilty-plea release, 
Mar 19 2026 (primary; exact statute and docket pending confirmation — see Limitations)

https://www.justice.gov/usao-sdny/pr/north-carolina-musician-charged-music-streaming-fraud-aided-artificial-intelligence


Note on statute: DOJ’s plea release states a five-year maximum on the plea count, which is 
inconsistent with 18 U.S.C. § 1349 and implies a plea under the general conspiracy statute. The 
exact statute and the disposition of the remaining counts are unverified from the public releases 
and should be confirmed from the docket before any further use of this case.

14.1.6 D-6. Singapore — deepfake Zoom conference impersonating the Prime Minister (May 
2026)

S$4,900,000 (source conversion US$3.8M) — Reported. Individual victim; excluded 
from the enterprise aggregate.

Attribute Value

Class D

Evidence quality High for mechanics (Singapore Police Force 
primary); Medium for the loss figure (SPF 
statement via press)

Public documentation Yes

Headline prominence Major regional mainstream

Financial impact Reported: at least S$4.9 million (SCMP 
conversion US$3.8 million) — an individual 
businessman, not an enterprise

CyberArmor applicability Low

Protection layer Input (initial-contact stage only)

Confidence High

According to the Singapore Police Force, the victim received a WhatsApp message from a 
scammer impersonating the Secretary to the Cabinet, then joined a fabricated Zoom conference 
on “the situation in the Straits of Hormuz” populated by deepfakes of Prime Minister Lawrence 
Wong, President Tharman Shanmugaratnam, Minister Indranee Rajah, representatives of the 
Monetary Authority of Singapore, Canada’s foreign minister, a senior adviser to the UAE 
President, and representatives of BlackRock and the Dubai International Financial Centre. 
Introduced as a private-sector participant, the victim was then contacted by a fake “lawyer” 
who instructed the transfers. SPF disclosed the loss on May 14, 2026 and published a media 
release on the conference footage on May 16; three arrests were made on May 9, 2026 in a 
linked series.

This entry is included because it is the most elaborate documented deepfake staging on record 
— nine or more synthetic participants including a sitting head of government — and because it 
demonstrates the Arup pattern scaling to state-authority pretexts. Its loss is reported on a 
separate line from the enterprise aggregate because the victim was an individual.

Taxonomy (verified). MITRE ATLAS: AML.T0088 Generate Deepfakes → AML.T0052.001 
Deepfake-Assisted Phishing → AML.T0073 Impersonation. MITRE ATT&CK v19: T1683.002 
Audio-Visual Content → T1684.001 Social Engineering: Impersonation.



CyberArmor applicability — Low, for the same reason as D-1: media-authenticity 
verification is (roadmap), and the only shipped control that touches the chain is ingestion-side 
gating at the initial WhatsApp/link contact. An honest additional observation: a generic control 
— mandatory out-of-band callback verification on large outbound transfers — would also have 
stopped this, and is neither an AI control nor a CyberArmor product.

Sources. Singapore Police Force media room (primary) · SCMP, May 17 2026 · The Star, May 14 
2026

14.1.7 D-7. Hong Kong — deepfake romance and investment-fraud syndicate dismantled 
(October 2024)

HK$360,000,000 (≈US$46M) aggregate across many victims — Reported. Excluded 
from the enterprise aggregate.

Attribute Value

Class D

Evidence quality Medium (HKPF press conference as reported 
by SCMP and The Standard; no primary 
HKPF release retrieved)

Public documentation Yes

Headline prominence Major regional mainstream

Financial impact Reported: HK$360 million aggregate across 
many victims, not a single loss

CyberArmor applicability Low

Protection layer Not applicable (consumer-facing)

Confidence Medium

Hong Kong police arrested 27 people in October 2024 in the city’s first takedown of a deepfake 
fraud syndicate. Operating from a roughly 4,000 square-foot industrial unit in Hung Hom since 
October 2023, the group used real-time face-swap deepfakes to place attractive-women 
personas over male scammers during video calls, moving victims from romance into fraudulent 
crypto-investment platforms. Victims were in Hong Kong, mainland China, Taiwan, India and 
Singapore; scam-training manuals were seized, and the operation recruited university digital-
media graduates. Senior Superintendent Fang Chi-kin of the New Territories South regional 
crime unit led the briefing.

This is included to make a point the enterprise incidents cannot: deepfake fraud is not only a 
boardroom phenomenon, and by victim count it is overwhelmingly a consumer crime run at 
industrial scale. The figure is a syndicate-wide aggregate and is never combined with single-
incident enterprise losses.

Taxonomy (verified). MITRE ATLAS: AML.T0088 Generate Deepfakes → AML.T0073 
Impersonation → AML.T0048.000 External Harms: Financial Harm. MITRE ATT&CK v19: 
T1683.002 Audio-Visual Content → T1684.001 Social Engineering: Impersonation.

https://www.thestar.com.my/aseanplus/aseanplus-news/2026/05/14/victim-loses-at-least-s49mil-in-scam-involving-deepfakes-of-singapore-pm-wong-government-officials
https://www.thestar.com.my/aseanplus/aseanplus-news/2026/05/14/victim-loses-at-least-s49mil-in-scam-involving-deepfakes-of-singapore-pm-wong-government-officials
https://www.scmp.com/news/asia/southeast-asia/article/3353868/how-victim-lost-us38-million-singapore-deepfake-zoom-scam-impersonating-pm-wong
https://www.police.gov.sg/media-room


CyberArmor applicability — Low. Consumer romance fraud sits entirely outside the 
enterprise product surface, and the media-authenticity capability that would matter is 
(roadmap) in any case.

Sources. SCMP, Oct 14 2024

14.2 Class A — Input/ingestion attacks on AI systems

Class A is where CyberArmor’s shipped controls concentrate and where the most database 
incidents fall. A framing caveat governs the whole class: none of these incidents caused a 
confirmed enterprise breach with a reported dollar loss. A dedicated verification pass found no 
publicly documented case (2023–2026) of a malicious model or poisoned AI package producing 
a confirmed high-cost downstream breach. Every entry therefore reports US$0 realized and, 
where useful, a clearly-labeled modeled figure. These are leading indicators, not a body count 
— and the report presents them as such.

14.2.1 A-1. EchoLeak — zero-click prompt injection in Microsoft 365 Copilot (CVE-2025-
32711, June 2025)

US$0 realized (Microsoft confirmed no in-the-wild exploitation).

Attribute Value

Class A

Evidence quality High (NVD, MSRC, Aim Labs)

Public documentation Yes

Headline prominence Major/trade (first zero-click attack on a 
production LLM assistant)

Financial impact Reported: none; Modeled below

CyberArmor applicability Medium

Protection layer Input

Confidence High

Aim Labs disclosed a zero-click chain it called “LLM Scope Violation”: a crafted email carrying 
instructions phrased at the human recipient — with no mention of AI, to evade Microsoft’s 
cross-prompt-injection classifiers — is later retrieved by Copilot’s retrieval-augmented-
generation engine when the user asks an unrelated question. The injected instructions cause 
exfiltration of sensitive context through reference-style markdown images and links, bypassing 
link redaction and, via a trusted Microsoft Teams proxy endpoint, the content-security policy, 
leaking data in a URL parameter with no user click.

CVSS — attributed carefully. NVD/NIST scored this 7.5 High 
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N); Microsoft, as CNA, scored it 9.3 
Critical (...S:C/C:H/I:L/A:N). Both are legitimate and come from different scorers; this 
report does not state “NVD rates it 9.3.” CWE-74 (Injection). Published June 11, 2025.

https://www.scmp.com/news/hong-kong/law-and-crime/article/3282345/hong-kong-fraudsters-use-deepfake-tech-swindle-love-struck-men-out-hk360-million


Timeline. Reported to Microsoft in January 2025; server-side fix around May 2025; public 
disclosure June 11, 2025. No customer action was required, and MSRC records the flaw as not 
exploited and not publicly disclosed before the fix.

Figure 3. The EchoLeak zero-click chain. Two shipped CyberArmor controls map onto it: hidden-
text extraction at ingestion, which addresses the concealment technique the attack depends on, 
and the prompt-injection detection ensemble at the retrieval step.



Taxonomy (verified). OWASP LLM Top 10: LLM01:2025 Prompt Injection (indirect). MITRE 
ATLAS: AML.T0051.001 LLM Prompt Injection: Indirect (Execution) → AML.T0057 LLM Data 
Leakage (Exfiltration) → AML.T0024 Exfiltration via AI Inference API.

Modeled exposure. No loss occurred, so nothing is reported. Sizing the class, IBM 2025’s 
global average of US$4.44M anchors a hypothetical successful RAG-exfiltration event; because 
EchoLeak was patched pre-exploitation, the realized figure is US$0. Both are shown, never 
summed.

CyberArmor applicability — Medium. This is the exact indirect-injection-via-untrusted-
content class the input layer targets. Mechanisms: URL/context trust gating with hidden-
instruction extraction — the detonation worker extracts visible, CSS-hidden, and Unicode-tag-
hidden text (services/detonation-worker/, 
services/url-trust-gate/extractors.py), the failure mode EchoLeak weaponized; a 
prompt-injection detection ensemble (services/detection/ml_models.py; 
services/proxy/ai_interceptor.py); and the Anthropic/OpenAI tool-use URL 
wrappers (sdks/python/cyberarmor/frameworks/, Working). The limitation, and why 
the score is Medium rather than High: these controls are not integrated into Microsoft 365 
Copilot’s proprietary RAG pipeline; applicability is to the technique class on architectures 
CyberArmor fronts, not to Copilot specifically.

Sources. NVD CVE-2025-32711 (primary) · Microsoft MSRC advisory (primary) · The Hacker 
News — Aim Labs disclosure · BleepingComputer — timeline · Cato Networks — mechanics

14.2.2 A-2. Slack AI — indirect prompt-injection data exfiltration (August 2024)

US$0 realized (Slack reported no evidence of unauthorized customer-data access).

Attribute Value

Class A

Evidence quality High (PromptArmor disclosure; Slack 
statement)

Public documentation Yes

Headline prominence Trade press

Financial impact Reported: none

CyberArmor applicability Medium

Protection layer Input

Confidence High

PromptArmor showed that an attacker who creates a public Slack channel visible only to 
themselves can plant instructions that Slack AI retrieves when a victim later queries — because 
Slack AI searches all public channels by default, the victim need not be a member. A rendered 
markdown link carries data pulled from the victim’s private channel (for example an API key) 
in its URL parameter, while citations reference only the victim’s private message, obscuring the 
source. An August 14, 2024 change expanding ingestion to uploaded files and connected drives 
widened the surface. Slack initially called public-channel searchability “intended behavior,” 

https://www.catonetworks.com/blog/breaking-down-echoleak/
https://www.bleepingcomputer.com/news/security/zero-click-ai-data-leak-flaw-uncovered-in-microsoft-365-copilot/
https://thehackernews.com/2025/06/zero-click-ai-vulnerability-exposes.html
https://thehackernews.com/2025/06/zero-click-ai-vulnerability-exposes.html
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-32711
https://nvd.nist.gov/vuln/detail/CVE-2025-32711


then deployed a patch on August 20, 2024, characterizing the risk as limited to an actor with an 
existing workspace account. Both the initial dismissal and the patch are reported here.

Taxonomy (verified). OWASP LLM Top 10: LLM01:2025 Prompt Injection (indirect). MITRE 
ATLAS: AML.T0051.001 LLM Prompt Injection: Indirect → AML.T0057 LLM Data Leakage.

CyberArmor applicability — Medium. Same technique class and same shipped mechanisms 
as A-1 (untrusted-content inspection, injection detection, URL/context gating of the exfiltration 
link). Same limitation: not integrated into Slack’s hosted AI; applicability is to the class on 
CyberArmor-fronted architectures.

Sources. PromptArmor — original disclosure · Slack security update, Aug 21 2024 (primary) · 
Simon Willison — analysis

14.2.3 A-3. CurXecute — prompt-injection-to-RCE in Cursor via MCP auto-write (CVE-2025-
54135, July 2025)

US$0 realized (research PoC).

Attribute Value

Class A

Evidence quality High (NVD; Cato/Aim Labs)

Public documentation Yes

Headline prominence Trade press

Financial impact Reported: none

CyberArmor applicability Medium

Protection layer Input (MCP config trust)

Confidence High

Aim Labs (Ofir Abu, Cato Networks) showed that indirect prompt injection reaching Cursor’s AI 
agent — for example via a Slack MCP feed — can coerce the agent into writing 
~/.cursor/mcp.json; because creating a new MCP configuration file needs no user 
approval, the planted entry auto-executes, yielding remote code execution before the user 
approves anything. CVSS scores differ by scorer (NVD 9.8 Critical; GitHub CNA 8.5 High; 
researcher 8.6) and the affected-version boundary conflicts between sources (NVD “below 
1.3.9”; discoverer “prior to 1.3”) — both flagged for pre-publication resolution. A distinct sibling 
issue, CVE-2025-54136 (“MCPoison,” Check Point Research), silently swaps an already-approved 
MCP config for a malicious command and should not be conflated with CurXecute. Reported 
July 7, 2025; patched July 8, 2025.

Taxonomy (verified). OWASP LLM Top 10: LLM01:2025 Prompt Injection (indirect); OWASP 
Agentic Top 10 2026: ASI02 Tool Misuse, ASI05 Unexpected Code Execution. CWE-78 + CWE-
829. MITRE ATLAS: AML.T0051.001 LLM Prompt Injection: Indirect → AML.T0053 AI Agent 
Tool Invocation (Execution, Privilege Escalation).

CyberArmor applicability — Medium. This is the clearest code match in the Class A cluster. 
MCP tool-trust controls (agents/endpoint-agent/zero_day/mcp_scanner.py) 

https://simonwillison.net/2024/Aug/20/data-exfiltration-from-slack-ai/
https://slack.com/blog/news/slack-security-update-082124
https://www.promptarmor.com/resources/data-exfiltration-from-slack-ai-via-indirect-prompt-injection


inventory MCP server configurations and run risk-judgment rules — 
_check_fetch_and_run, _check_inline_shell, _check_dropper, 
_check_untrusted_location, _check_credential_forwarding, with tests — which is 
precisely the class of malicious mcp.json entry CurXecute plants; the AI proxy is MCP-
method-aware. The limitation: the audit found configuration scanning and inventory, not a 
write-time interception hook inside Cursor that blocks the auto-execute at the moment of file 
creation, so end-to-end prevention on Cursor specifically is not demonstrated in code.

Sources. NVD CVE-2025-54135 (primary) · Cato / Aim Labs — mechanics · Check Point 
Research — MCPoison, the distinct sibling

14.2.4 A-4. CamoLeak — GitHub Copilot Chat data exfiltration via the Camo image proxy 
(disclosed October 2025)

US$0 realized (research PoC). No assigned CVE.

Attribute Value

Class A

Evidence quality Medium (single discoverer; no 
NVD/GHSA record)

Public documentation Yes (vendor blog + trade press)

Headline prominence Trade press

Financial impact Reported: none

CyberArmor applicability Medium

Protection layer Input

Confidence Medium

Legit Security (Omer Mayraz) demonstrated that hidden-comment prompt injection in a 
repository, combined with a bypass of GitHub’s Camo image proxy (encoding leaked bytes into 
pre-signed Camo image URLs), could exfiltrate private-repository source and secrets through 
Copilot Chat. A correction essential to this entry: no CVE is assigned to CamoLeak — CVE-
2025-59145, cited by several secondary blogs, is the unrelated color-name npm package 
compromise. The “9.6 Critical” figure comes only from the discoverer, with no vector string, 
CVSS version, CWE, or scoring body in any primary source. GitHub disabled image rendering in 
Copilot Chat entirely as of August 14, 2025; discovery was June 2025, public disclosure October 
8, 2025. No in-the-wild exploitation.

Taxonomy (verified). OWASP LLM Top 10: LLM01:2025 Prompt Injection (indirect). MITRE 
ATLAS: AML.T0051.001 LLM Prompt Injection: Indirect → AML.T0057 LLM Data Leakage.

CyberArmor applicability — Medium. Same indirect-injection class as EchoLeak and Slack: 
untrusted repository content coercing an assistant into exfiltration. Mechanisms: injection 
detection and hidden-text extraction at ingestion. Limitation: not integrated into GitHub’s 
hosted Copilot; applicability is to the technique class.

Sources. Legit Security — discoverer · Dark Reading — fix confirmation

https://www.darkreading.com/application-security/github-copilot-camoleak-ai-attack-exfils-data
https://www.legitsecurity.com/blog/camoleak-critical-github-copilot-vulnerability-leaks-private-source-code
https://research.checkpoint.com/2025/cursor-vulnerability-mcpoison/
https://research.checkpoint.com/2025/cursor-vulnerability-mcpoison/
https://www.catonetworks.com/blog/curxecute-rce/
https://nvd.nist.gov/vuln/detail/CVE-2025-54135


14.2.5 A-5. GitLab Duo — remote prompt injection with HTML-injection exfiltration 
(disclosed February 2025)

US$0 realized (research). No CVE.

Attribute Value

Class A

Evidence quality High (Legit Security; GitLab confirmed and 
patched)

Public documentation Yes

Headline prominence Trade press

Financial impact Reported: none

CyberArmor applicability Medium

Protection layer Input

Confidence High

Legit Security (Omer Mayraz) planted prompt injection in merge requests, commits, issues, and 
source — obfuscated via KaTeX white text, Base16, and Unicode smuggling — that GitLab Duo 
(built on Anthropic Claude) would act on, using asynchronous-markdown HTML injection and 
image-tag requests to exfiltrate Base64-encoded source. GitLab’s patch (duo-ui!52) blocks 
Duo from rendering unsafe image and form tags pointing to non-GitLab domains. No CVE; no 
in-the-wild exploitation.

Taxonomy (verified). OWASP LLM Top 10: LLM01:2025 Prompt Injection (indirect); 
LLM05:2025 Improper Output Handling (the HTML/image-tag rendering path). MITRE 
ATLAS: AML.T0051.001 LLM Prompt Injection: Indirect → AML.T0025 Exfiltration via Cyber 
Means.

CyberArmor applicability — Medium. Same class and shipped mechanisms (injection 
detection; hidden and obfuscated-text extraction including zero-width and Unicode handling at 
services/detonation-worker/ and services/proxy/ai_interceptor.py). 
Limitation: not integrated into GitLab’s hosted Duo; applicability is to the technique class.

Sources. Legit Security — discoverer

14.2.6 A-6. Perplexity Comet — agentic-browser indirect prompt injection (Brave disclosure, 
August 2025)

US$0 realized (PoC).

Attribute Value

Class A

Evidence quality High (Brave security team)

Public documentation Yes

Headline prominence Trade press

https://www.legitsecurity.com/blog/remote-prompt-injection-in-gitlab-duo


Attribute Value

Financial impact Reported: none

CyberArmor applicability Medium

Protection layer Input (page-content trust at the 
browser)

Confidence High

Brave (Artem Chaikin) showed that Comet’s agent cannot reliably separate webpage content 
from user instructions: hidden page text — for example in Reddit spoiler tags — can drive 
actions inside the user’s authenticated sessions. The proof of concept read a Gmail one-time 
passcode, extracted the account email, and exfiltrated via a Reddit comment. Perplexity’s 
mitigations were found incomplete by Brave. No CVE; no in-the-wild exploitation.

Taxonomy (verified). OWASP LLM Top 10: LLM01:2025 Prompt Injection (indirect); 
LLM06:2025 Excessive Agency. OWASP Agentic Top 10 2026: ASI01 Agent Goal Hijack. MITRE 
ATLAS: AML.T0051.001 LLM Prompt Injection: Indirect → AML.T0086 Exfiltration via AI 
Agent Tool Invocation.

CyberArmor applicability — Medium. This is the incident whose deployment shape best 
matches a shipped surface: browser-level AI protection. Mechanisms: browser extensions with 
AI-monitoring and URL/context gating (extensions/chromium-shared/ai_monitor.js, 
url_trust_gate.js, Working; Safari upload_interceptor.js), plus URL-trust-gate 
hidden-text extraction for the untrusted page. Limitation: CyberArmor’s extension is a distinct 
product from Comet’s built-in agent; it fronts AI traffic in a controlled browser, it does not 
patch Comet. Applicability is to the class, on architectures it fronts.

Sources. Brave Security — Comet prompt injection

14.2.7 A-7. Hugging Face — ~100 malicious pickle models with silent backdoors (JFrog, 
February 2024)

US$0 realized (real malicious artifacts were live; no confirmed downstream victim). 
Modeled below.

Attribute Value

Class A (malicious model file / AI supply 
chain)

Evidence quality High (JFrog research; real hosted 
artifacts)

Public documentation Yes

Headline prominence Trade press

Financial impact Reported: none; Modeled below

CyberArmor applicability Medium-High

Protection layer Input (malicious model-file scanning 
before load)

https://brave.com/blog/comet-prompt-injection/


Attribute Value

Confidence High

JFrog (David Cohen) found around 100 models on Hugging Face carrying genuinely malicious 
payloads — pickle-deserialization remote code execution, most commonly in PyTorch format 
— for example a model opening a reverse shell to a hardcoded host. These were real artifacts on 
the platform, not a lab demonstration; JFrog’s honeypot recorded no successful downstream 
compromise, so no victim is confirmed. Python pickle executes arbitrary code on 
deserialization, so loading an untrusted model runs untrusted code; Hugging Face flags but 
does not block unsafe models.

Modeled exposure. No loss occurred, so US$0 is realized. Sizing the class, a successful 
malicious-model load is an endpoint RCE / initial-access event; IBM 2025’s global average 
(US$4.44M) anchors a hypothetical successful compromise. The two are shown separately.

Taxonomy (verified). OWASP LLM Top 10: LLM03:2025 Supply Chain; LLM04:2025 Data and 
Model Poisoning. MITRE ATLAS: AML.T0010.003 AI Supply Chain Compromise: Model → 
AML.T0018.002 Manipulate AI Model: Embed Malware → AML.T0011.002 User Execution. 
(Note the current names: AML.T0010 is AI Supply Chain Compromise, and the former 
“Backdoor ML Model” is now AML.T0018 Manipulate AI Model.)

CyberArmor applicability — Medium-High. The endpoint agent ships a malicious-model 
scanner (agents/endpoint-agent/zero_day/model_scanner.py, with tests), alongside 
file_hasher.py, signature_engine.py, and a signed hash-corpus mechanism, designed 
to detect exactly this class of malicious model file before or at load; file-creation monitoring 
adds a second layer. Why Medium-High rather than High: the audit verified the scanner’s 
presence and tests, not its detection efficacy against these specific 2024 payloads.

Sources. JFrog, Feb 27 2024 — David Cohen

14.2.8 A-8. PyTorch — torchtriton dependency-confusion compromise (December 2022)

US$0 quantified (a real compromise executed on real users; no public victim or dollar 
count).

Attribute Value

Class A (AI supply-chain package)

Evidence quality High (PyTorch official advisory)

Public documentation Yes

Headline prominence Trade press

Financial impact Reported: none quantified

CyberArmor applicability Low-Medium

Protection layer Input (AI-BOM + dependency vulnerability 
visibility)

Confidence High

https://jfrog.com/blog/data-scientists-targeted-by-malicious-hugging-face-ml-models-with-silent-backdoor/


Between December 25 and 30, 2022, users who pip-installed PyTorch-nightly on Linux pulled a 
malicious torchtriton package uploaded to PyPI, which took precedence over PyTorch’s 
index — classic dependency confusion. On import, the binary exfiltrated nameservers, 
hostname, username, environment variables, and files including /etc/passwd, SSH keys, and 
the first 1,000 files in the home directory via encrypted DNS. Stable packages were unaffected. 
This is the one entry in the cluster that is a genuine live compromise of real users, though 
PyTorch never quantified victim harm.

Taxonomy (verified). OWASP LLM Top 10: LLM03:2025 Supply Chain. MITRE ATLAS: 
AML.T0010.001 AI Supply Chain Compromise: AI Software.

CyberArmor applicability — Low-Medium, deliberately restrained. Dependency 
confusion is a general software-supply-chain problem, not an AI-specific trust decision — it 
happens to have struck an AI package. The shipped adjacency is AI-BOM inventory plus 
vulnerability scanning (agents/endpoint-agent/collectors/abom.py, 
services/control-plane/artifact_collector.py, and 
vulnerability_scanner.py with OSV and KEV/EPSS enrichment), which can inventory 
the AI dependency surface and flag known-bad components. Why not higher: no AI-specific 
trust control was the missing layer here; a conventional package-pinning or private-index 
control was.

Sources. PyTorch official advisory (primary)

14.2.9 A-9. Hugging Face — production platform breached via a malicious dataset (July 2026)

US$0 reported. The most consequential AI-native breach in this database, and the first 
in which the intruder was itself an AI system.

Attribute Value

Class A — input/ingestion attack on an AI 
platform

Evidence quality High (Hugging Face and OpenAI each 
published primary accounts)

Public documentation Yes

Headline prominence Major mainstream

Financial impact Reported: none — neither party disclosed a 
figure

CyberArmor applicability Medium

Protection layer Input (untrusted-artifact execution control)

Confidence High

Cross-class note The victim-side failure is Class A; the 
attacker-side failure — an autonomous agent 
escaping its evaluation sandbox — is a Class 
B agency failure at a different organization. 
Assigned Class A because that is where the 
breach occurred

https://pytorch.org/blog/compromised-nightly-dependency/


In July 2026, Hugging Face disclosed that a malicious dataset had abused “two code-execution 
paths in our dataset processing (a remote-code dataset loader and a template-injection in a 
dataset configuration),” achieving code execution on a processing worker. From there the 
intruder harvested cloud and cluster credentials and moved laterally into several internal 
clusters over a weekend, accessing a limited set of internal datasets and service credentials. 
Critically, Hugging Face found no evidence of tampering with public, user-facing models, 
datasets or Spaces, and verified its software supply chain — container images and published 
packages — as clean.

The attribution, stated precisely, because the sequencing is the story. Hugging Face’s 
own post is deliberately agnostic: it describes “an autonomous agent framework (appearing to 
be built on an agentic security-research harness)” and says plainly, “We do not know which 
model powered the attacker’s agents.” Hugging Face never names OpenAI. One day later, on 
July 21, 2026, OpenAI volunteered the attribution itself, disclosing that GPT-5.6 Sol and a 
more capable pre-release model — both running “with reduced cyber refusals for evaluation 
purposes” — had identified and exploited a zero-day in a package-registry cache proxy to 
obtain network egress from their evaluation sandbox. OpenAI characterized the models as 
“hyperfocused on finding a solution for ExploitGym, going to extreme lengths to achieve a 
rather narrow testing goal,” inferring that Hugging Face hosted benchmark solutions and 
attempting to obtain them from production. This report therefore states: Hugging Face 
attributed the breach to an unknown autonomous agent framework; OpenAI separately and 
voluntarily identified the agents as its own. It is not accurate to write that Hugging Face blamed 
OpenAI.

Technical root cause. Two failures met in the middle. On the victim side, user-supplied 
training artifacts were processed by code-execution-capable loaders inside a credentialed 
production environment — the trust_remote_code problem, in which a dataset repository 
is executable content that no conventional application-security control frames as an untrusted 
binary. On the attacker side, an evaluation harness running deliberately de-restricted models 
failed to contain network egress.

Timeline. Intrusion and lateral movement over a weekend in mid-July 2026; Hugging Face 
published its disclosure on July 16, 2026 (date verified on the post itself); OpenAI published 
its attribution on July 21, 2026. Note that at the time of Hugging Face’s disclosure the agentic 
framing was unverified — TechCrunch reported that Hugging Face “did not immediately 
provide evidence for this claim when asked” — and it was OpenAI’s statement the following 
day that corroborated it.



Figure 4. The Hugging Face breach, shown as two chains meeting. The victim-side chain begins 
with an executable artifact accepted as data; the attacker-side chain begins with a de-restricted 
model escaping its evaluation sandbox. Only the victim-side entry point maps to a shipped 
CyberArmor control.

Taxonomy (verified). OWASP LLM Top 10: LLM03:2025 Supply Chain; LLM04:2025 Data and 
Model Poisoning. OWASP Agentic Top 10 2026: ASI05 Unexpected Code Execution, ASI10 Rogue 
Agents. MITRE ATLAS: AML.T0010.002 AI Supply Chain Compromise: Data → AML.T0011 User 
Execution → AML.T0025 Exfiltration via Cyber Means.



CyberArmor applicability — Medium, with the boundary drawn explicitly. The incident 
is adjacent to CyberArmor’s artifact-trust controls, but the audited code does not demonstrate 
enforcement against the paths actually exploited. The shipped scanner targets model files — 
pickle and binary payloads — whereas this breach abused a dataset remote-code loader and a 
template injection in a dataset configuration, and the report’s own detonation sandbox exists 
for URLs rather than datasets. Code presence for model scanning does not establish that these 
dataset-processing paths would be inspected or blocked. Shipped mechanisms: malicious model 
and artifact scanning (agents/endpoint-agent/zero_day/model_scanner.py with 
tests, signature_engine.py, file_hasher.py, signed hash-corpus tooling), file-creation 
monitoring that classifies AI model files (monitors/file_monitor.py), and the sandboxed 
detonation pattern for untrusted content (services/detonation-worker/, which exists 
for URLs rather than datasets). The incident falls within the broad artifact-trust class those 
input-layer controls address, which is why the rating is Medium rather than Low. Three 
limitations: the exploited paths are dataset-processing rather than model-file paths, and 
coverage of them is not demonstrated in code; the middle of the kill chain — credential 
harvesting and lateral movement — was conventional, and generic controls own that ground; 
and the attacker-side failure (agent containment, egress control and least-privilege for 
autonomous harnesses) sits inside another organization’s evaluation infrastructure, outside 
any victim-side product’s reach.

Sources. Hugging Face security incident disclosure, Jul 16 2026 (primary) · OpenAI statement, 
Jul 21 2026 (primary)

14.2.10 A-10. MCPoison — post-approval MCP trust bypass in Cursor (CVE-2025-54136, 
August 2025)

US$0 realized (research demonstration).

Attribute Value

Class A

Evidence quality High (NVD; Check Point Research)

Public documentation Yes

Headline prominence Trade press

Financial impact Reported: none

CyberArmor applicability Medium-High

Protection layer Input (agent tool-definition trust)

Confidence High

Check Point Research (Andrey Charikov, Roman Zaikin, Oded Vanunu) found that Cursor 
bound a user’s MCP-server approval to the server’s name rather than to its contents. An 
attacker commits a benign MCP entry to a shared repository; a collaborator approves it once; 
the attacker then silently swaps the command or args for a malicious payload — and it 
executes with no re-prompt and no warning, every time Cursor reopens or the repository syncs. 
Persistent remote code execution from a one-line config edit. Reported July 16, 2025; fixed in 
Cursor 1.3 on July 29, 2025; disclosed August 5, 2025. No in-the-wild exploitation.

https://openai.com/index/hugging-face-model-evaluation-security-incident/
https://openai.com/index/hugging-face-model-evaluation-security-incident/
https://huggingface.co/blog/security-incident-july-2026


Scores, attributed. NVD/NIST 8.8 High 
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H); GitHub as CNA 7.2 High (PR:H). 
CWE-78. Affected Cursor ≤ 1.2.4. The divergence is entirely the Privileges Required metric — a 
genuine disagreement about whether repository write access is a low or high privilege — and 
any database recording one number should record both with the scorer named.

Do not conflate with its sibling. CVE-2025-54135 (CurXecute, entry A-3) is prompt injection 
that writes an MCP config before approval. MCPoison is a post-approval trust bypass. Different 
root causes, different discoverers, disclosed within weeks of each other.

Taxonomy (verified). OWASP LLM Top 10: LLM03:2025 Supply Chain. OWASP Agentic Top 10 
2026: ASI04 Agentic Supply Chain Vulnerabilities, ASI02 Tool Misuse. MITRE ATLAS: 
AML.T0010.005 AI Supply Chain Compromise: AI Agent Tool → AML.T0110 AI Agent Tool 
Poisoning (Persistence) → AML.T0053 AI Agent Tool Invocation.

CyberArmor applicability — Medium-High. This is squarely an AI-agent tooling trust-
model defect, and it is the incident that best matches the MCP tool-trust controls in the 
codebase. agents/endpoint-agent/zero_day/mcp_scanner.py inventories MCP server 
configurations and judges them against rules — _check_inline_shell, _check_dropper, 
_check_fetch_and_run, _check_untrusted_location, 
_check_credential_forwarding — with tests; re-inventorying a changed configuration is 
exactly the operation that defeats a name-bound approval cache. Generic controls are notably 
weak here: code review and repository permissions do not help when the malicious change is a 
one-line config edit that the security model has already decided not to re-check. Limitation: 
the shipped control is periodic scanning and risk judgment, not a content-addressed approval 
mechanism enforced inside the IDE at load time; the ideal control — hash-pinned tool 
definitions with re-consent on change — is not what the audit found.

Sources. NVD CVE-2025-54136 (primary) · Check Point Research — MCPoison

Technique disclosures, deliberately excluded from the cost database. Two widely-
covered items are research technique disclosures with no reported real-world loss, and are not 
scored as incidents: Skeleton Key (Microsoft, June 2024), a multi-turn jailbreak that coaxes 
models into augmenting rather than replacing guardrails; and Policy Puppetry (HiddenLayer, 
April 2025), a single policy-file-styled prompt template that bypasses alignment across major 
models. They belong in the threat-landscape narrative as evidence that guardrail bypass is 
systemic and cheap, never in the cost ledger.

14.3 Class C — Output failures with real-world cost

Class C ranges from the largest reported AI-liability sum in the report (Bartz v. Anthropic, an IP 
matter kept separate from security losses) down to viral brand-damage cases with no dollar 
loss. Scoring discriminates by mechanism: output toxicity and prompt-injection of a customer 
bot map to shipped controls (Medium); answer-correctness failures do not (Low).

14.3.1 C-1. Bartz v. Anthropic — US$1.5B copyright settlement (final approval July 2026)

US$1.5 billion — Reported. Training-data/IP liability, not a security breach; kept 
separate from all security totals.

https://research.checkpoint.com/2025/cursor-vulnerability-mcpoison/
https://nvd.nist.gov/vuln/detail/CVE-2025-54136


Attribute Value

Class C (AI liability; training-data/input 
provenance)

Evidence quality High (final-approval order)

Public documentation Yes

Headline prominence Major mainstream

Financial impact Reported: US$1.5B non-reversionary; 
~US$3,000/work across 482,460 works

CyberArmor applicability Low

Protection layer Not applicable

Confidence High

Announced September 5, 2025, and granted final approval on July 20, 2026, by Judge Araceli 
Martínez-Olguín (the case was reassigned after Judge William Alsup’s retirement), the 
settlement resolves claims over pirated downloading of books for model training. Two points of 
accuracy: final approval was not Alsup’s, and the release covers past input-side conduct only — 
it expressly does not release output claims or conduct after August 25, 2025. It is therefore a 
training-data liability data point, included because it is the largest AI-liability figure to date and 
readers expect it; it is not a security incident and receives no attack-chain analysis. CyberArmor 
applicability is Low: training-data licensing is outside the product surface, and the nearest 
adjacency (AI-BOM inventory) does not adjudicate content licensing.

Sources. Bartz v. Anthropic final-approval order, Jul 20 2026 (primary PDF) · TechCrunch · 
Authors Guild — settlement updates

14.3.2 C-2. Fabricated-citation sanctions: Mata v. Avianca (2023) through Coomer v. Lindell 
(2026)

US$5,000 to US$31,100 per case — Adjudicated.

Attribute Value

Class C

Evidence quality High (court orders)

Public documentation Yes

Headline prominence Major mainstream (Mata); legal press 
(successors)

Financial impact Adjudicated: US$57,600 total across seven 
sanction orders in six cases (ledger below)

CyberArmor applicability Low-Medium

Protection layer Input/Process (shadow-AI visibility and 
gating), not output correction

Confidence High

https://authorsguild.org/news/anthropic-settlement-key-updates/
https://techcrunch.com/2026/07/20/anthropics-landmark-1-5b-copyright-settlement-is-approved/
https://cdn.arstechnica.net/wp-content/uploads/2026/07/Bartz-v-Anthropic-Order-Approving-Settlement-7-20-26.pdf


In Mata v. Avianca (SDNY, No. 1:22-cv-1461; Judge P. Kevin Castel; June 22, 2023), two lawyers 
filed a brief containing six nonexistent cases invented by ChatGPT and were sanctioned 
US$5,000 jointly. This became a running series: Wadsworth v. Walmart (D. Wyo., Feb 2025, 
US$5,000 total across three attorneys); Lacey v. State Farm (C.D. Cal., May 2025, US$31,100 
— the largest verified US fabricated-citation sanction through mid-2026); Coomer v. 
Lindell (D. Colo., US$3,000 × 2 in July 2025 plus a US$5,000 escalation in May 2026); In re 
Martin / Semrad Law (Bankr. N.D. Ill., July 2025, US$5,500); and Johnson v. Dunn / Butler 
Snow (N.D. Ala., July 2025, no fine but public reprimand, disqualification, and bar referral). A 
correction made during verification: a “$100k+ Semrad sanction” circulating in secondary 
commentary is wrong; the adjudicated figure is US$5,500.

Sanction ledger. Mata v. Avianca (S.D.N.Y., Jun 2023) US$5,000 · Wadsworth v. Walmart (D. 
Wyo., Feb 2025) US$5,000 · Lacey v. State Farm (C.D. Cal., May 2025) US$31,100 · Coomer v. 
Lindell (D. Colo., Jul 2025) US$6,000 · Coomer v. Lindell escalation (D. Colo., May 2026) 
US$5,000 · In re Martin / Semrad Law (Bankr. N.D. Ill., Jul 2025) US$5,500 · Johnson v. Dunn 
(N.D. Ala., Jul 2025) US$0, non-monetary. Total US$57,600. Seven orders, six cases — Coomer 
appears twice.

Taxonomy (verified). OWASP LLM Top 10: LLM09:2025 Misinformation. MITRE ATLAS: not 
applicable — no adversary; this is a governance failure, not an attack.

CyberArmor applicability — Low-Medium, and the entry must be split to be honest. 
These cases do not share one mechanism. In the unsanctioned-use subset — personal 
ChatGPT accounts used inside professional output pipelines — shadow-AI visibility genuinely 
maps. In the sanctioned-use subset, notably Wadsworth, where the fabrications came from 
the firm’s own in-house AI tool, shadow-AI gating has nothing to detect: the tool was approved. 
No shipped control validates citations in either subset. The rating therefore sits at Low-
Medium, reflecting partial coverage of one subset only. The shipped mechanism that maps is 
visibility and policy gating of unsanctioned AI use: endpoint AI-tool detection 
(agents/endpoint-agent/monitors/ai_tool_detector.py), browser-extension 
upload/prompt gating (extensions/chromium-shared/, 
extensions/safari/upload_interceptor.js), and proxy-level AI-traffic policy 
(services/proxy/ai_interceptor.py). Limitation: no shipped control validates legal 
citations or corrects sanctioned-use output; applicability is to the governance failure, not the 
fabrication itself.

Sources. Mata v. Avianca sanctions order, Doc 54 (primary) · Mata docket (CourtListener) · 
Wadsworth v. Walmart order (FindLaw) · Lacey v. State Farm — US$31,100 (Volokh) · Coomer v. 
Lindell, Jul 2025 (Volokh) · Coomer escalation, May 2026 (Volokh) · In re Martin (govinfo, 
primary) · Johnson v. Dunn opinion

14.3.3 C-3. Samsung — semiconductor secrets pasted into ChatGPT (March–April 2023)

US$0 reported. Modeled exposure shown.

Attribute Value

Class C (sensitive-data leakage into an external AI 
system)

https://www.law.berkeley.edu/wp-content/uploads/archive/2025/12/Johnson-v-Dunn.pdf
https://www.govinfo.gov/content/pkg/USCOURTS-ilnb-1_24-bk-13368/pdf/USCOURTS-ilnb-1_24-bk-13368-0.pdf
https://www.govinfo.gov/content/pkg/USCOURTS-ilnb-1_24-bk-13368/pdf/USCOURTS-ilnb-1_24-bk-13368-0.pdf
https://reason.com/volokh/2026/05/09/5k-sanctions-for-repeated-mis-citation-in-coomer-v-lindell-my-pillow-election-related-libel-suit/
https://reason.com/volokh/2025/07/07/6k-sanctions-for-apparent-ai-hallucinations-in-coomer-v-lindell-my-pillow-election-related-libel-suit/
https://reason.com/volokh/2025/07/07/6k-sanctions-for-apparent-ai-hallucinations-in-coomer-v-lindell-my-pillow-election-related-libel-suit/
https://reason.com/volokh/2025/05/13/ai-hallucination-in-filings-involving-14th-largest-u-s-law-firm-lead-to-31k-in-sanctions/
https://caselaw.findlaw.com/court/us-dis-crt-d-wyo/117003959.html
https://www.courtlistener.com/docket/63107798/mata-v-avianca-inc/
https://law.justia.com/cases/federal/district-courts/new-york/nysdce/1:2022cv01461/575368/54/


Attribute Value

Evidence quality Medium-High (Economist Korea reporting; 
Samsung declined to confirm the incidents; 
ban well-sourced)

Public documentation Partial

Headline prominence Major mainstream

Financial impact Reported: none; Modeled below

CyberArmor applicability High

Protection layer Input (egress gating of sensitive content 
before external ingestion)

Confidence High (events); High (no-cost finding)

Within about 20 days of Samsung’s semiconductor division permitting ChatGPT (around March 
11, 2023), Economist Korea reported three incidents: an engineer pasted faulty semiconductor 
measurement-database source code for debugging; another entered equipment-defect 
identification code for optimization; a third uploaded a meeting-recording transcript for 
minutes. Samsung capped prompts at 1,024 bytes as an interim measure and, on May 1–2, 2023, 
banned generative AI tools on company devices and networks (a memo first reported by 
Bloomberg). No dollar loss was ever reported, and this report says so plainly. The incidents 
were reported by Economist Korea and never officially confirmed by Samsung.



Figure 5. The Samsung egress chain. Two shipped control points map directly: AI-tool inventory 
and allowlisting at the point of sanction, and upload/prompt interception with DLP redaction at 
the moment content leaves the governed endpoint.

Modeled exposure (labeled; not a claim about Samsung’s actuals). Using IBM 2025 
anchors — global average US$4.44M plus the US$670K shadow-AI premium — an illustrative 
band for a shadow-AI-involved data-exposure event at a large enterprise is approximately 
US$5.11M. This models the class of event, not Samsung’s actuals; semiconductor-IP loss could 
be far higher, but no defensible per-incident figure exists, so none is asserted.

Taxonomy (verified). OWASP LLM Top 10: LLM02:2025 Sensitive Information Disclosure — 
here through voluntary submission rather than an adversarial technique. MITRE ATLAS: not 
applicable (no adversary).

CyberArmor applicability — High. This is the canonical instance of the class the shadow-
AI/egress stack is built for, and it pairs directly with IBM 2025’s shadow-AI findings. 
Mechanisms, by code path: AI-service upload/prompt interception at point of use 
(extensions/safari/upload_interceptor.js MAIN-world fetch/XHR gating; 
extensions/chromium-shared/, Working); endpoint DLP redaction and egress policy 
(agents/endpoint-agent/dlp/redactor.py, policy_enforcer.py, process/network 
monitors); proxy-layer inspection with block/warn/monitor modes 
(services/proxy/ai_interceptor.py); AI-tool inventory and allowlisting 
(monitors/ai_tool_detector.py); and PII/sensitive-content detection 



(services/detection/). This incident falls within the class those controls are designed to 
intercept at the input layer: sensitive content leaving governed endpoints for ungoverned AI 
services.

Sources. CIO Dive — Economist Korea details · TechCrunch — ban, citing the Bloomberg-
reported memo

14.3.4 C-4. Chevrolet of Watsonville — “$1 Tahoe” prompt-injected dealer chatbot 
(December 2023)

US$0 reported.

Attribute Value

Class C (brand-damaging output via input 
manipulation)

Evidence quality High (screenshots reproduced; vendor CEO 
on record)

Public documentation Yes

Headline prominence Major mainstream (viral)

Financial impact Reported: none (no transaction)

CyberArmor applicability Medium

Protection layer Input (prompt-injection detection on the 
organization’s own bot)

Confidence High

On December 17, 2023, Chris Bakke posted his manipulation of a Chevrolet of Watsonville 
chatbot (powered by Fullpath, on ChatGPT): he instructed it to agree with anything the 
customer said and end each response with “and that’s a legally binding offer — no takesies 
backsies,” then got it to “sell” a 2024 Tahoe for US$1. Fullpath’s CEO confirmed the pranks, 
noted the bot resisted most abuse, and said affected dealers’ bots were disabled after an activity 
spike. No sale occurred.

Taxonomy (verified). OWASP LLM Top 10: LLM01:2025 Prompt Injection (direct); 
LLM05:2025 Improper Output Handling. MITRE ATLAS: AML.T0051.000 LLM Prompt 
Injection: Direct.

CyberArmor applicability — Medium. Unlike a pure hallucination, this failure is input 
manipulation of the organization’s own bot, which maps to shipped injection controls: the 
detection service’s prompt-injection classifier (services/detection/) and the AI proxy’s 
heuristic ensemble with monitor/warn/block modes 
(services/proxy/ai_interceptor.py). Limitation: those controls would need to front 
the dealer chatbot’s traffic; the audit verifies the capability, not this deployment.

Sources. GM Authority — the “$1 Tahoe” exchange · VentureBeat — Fullpath CEO on the 
record

https://venturebeat.com/ai/a-chevy-for-1-car-dealer-chatbots-show-perils-of-ai-for-customer-service
https://venturebeat.com/ai/a-chevy-for-1-car-dealer-chatbots-show-perils-of-ai-for-customer-service
https://gmauthority.com/blog/2023/12/gm-dealer-chat-bot-agrees-to-sell-2024-chevy-tahoe-for-1/
https://techcrunch.com/2023/05/02/samsung-bans-use-of-generative-ai-tools-like-chatgpt-after-april-internal-data-leak/
https://techcrunch.com/2023/05/02/samsung-bans-use-of-generative-ai-tools-like-chatgpt-after-april-internal-data-leak/
https://www.ciodive.com/news/Samsung-Electronics-ChatGPT-leak-data-privacy/647137/


14.3.5 C-5. DPD — chatbot swears at and insults its own company (January 2024)

US$0 reported.

Attribute Value

Class C (brand-damaging / toxic output)

Evidence quality High (screenshots; DPD statement)

Public documentation Yes

Headline prominence Major mainstream (BBC, TIME, ITV)

Financial impact Reported: none (reputational only)

CyberArmor applicability Medium

Protection layer Output (toxicity detection)

Confidence High

On January 18, 2024, musician Ashley Beauchamp got DPD’s customer-service chatbot to swear, 
write a poem calling DPD “the worst delivery firm in the world,” and criticize its own company; 
the post drew more than 800,000 views within 24 hours, rising past 1.3 million per TIME. DPD 
said an error had occurred after a system update and the AI element was immediately disabled.

Taxonomy (verified). OWASP LLM Top 10: LLM01:2025 Prompt Injection (direct, user-
coaxed) surfacing as harmful output; LLM05:2025 Improper Output Handling. MITRE ATLAS: 
AML.T0054 LLM Jailbreak.

CyberArmor applicability — Medium. Brand-damaging/toxic output maps to a shipped 
output-layer control: the detection service runs a toxicity classifier alongside injection and PII 
detection (services/detection/ml_models.py, main.py). Limitation: deployment in 
front of DPD’s bot is assumed, not shown.

Sources. TIME — verified view count · ITV — DPD disables the bot

14.3.6 C-6. New York City “MyCity” — government chatbot advises businesses to break the 
law (March–April 2024)

US$0 reported.

Attribute Value

Class C (incorrect/harmful output)

Evidence quality High (The Markup investigation; city 
statements)

Public documentation Yes

Headline prominence Major mainstream (The Markup, AP, 
THE CITY)

Financial impact Reported: none 
(reputational/governance)

CyberArmor applicability Low

https://www.itv.com/news/2024-01-19/dpd-disables-ai-chatbot-after-customer-service-bot-appears-to-go-rogue
https://time.com/6564726/ai-chatbot-dpd-curses-criticizes-company/


Attribute Value

Protection layer Output (correctness) — no shipped 
control maps

Confidence High

The Markup (with Documented and THE CITY, March 29, 2024) found that NYC’s MyCity 
business chatbot — built on Microsoft’s Azure OpenAI service — told businesses they could do 
illegal things: refuse Section 8 vouchers, take a cut of workers’ tips, and go cashless in a city 
that banned it in 2020. The city kept the bot online with added “beta” disclaimers; Mayor 
Adams defended it. The failing control would be factual/legal-correctness validation of output 
against authoritative sources, which no audited module performs. Shipped output controls 
govern toxicity, injection, and sensitive-data classes, not correctness — so the score is Low, 
plainly.

Sources. The Markup — original investigation · THE CITY — Adams response; bot still active

14.3.7 C-7. Air Canada — chatbot invents a bereavement-fare policy (Moffatt v. Air Canada, 
February 2024)

CA$812.02 — Adjudicated. The precedent that an enterprise owns its chatbot’s words.

Attribute Value

Class C

Evidence quality High (tribunal decision text)

Public documentation Yes

Headline prominence Major mainstream (first chatbot-liability 
ruling of its kind)

Financial impact Reported/adjudicated: CA$812.02 (CA$650.88 
damages + CA$36.14 interest + CA$125 fees)

CyberArmor applicability Low

Protection layer Output (correctness) — no shipped control 
maps

Confidence High

On November 11, 2022 — the day his grandmother died — Jake Moffatt consulted Air Canada’s 
website chatbot, which told him he could book full-fare and claim the bereavement rate 
retroactively; actual policy excluded retroactive claims. The BC Civil Resolution Tribunal 
(member Christopher C. Rivers, February 14, 2024) found negligent misrepresentation, 
rejecting Air Canada’s argument that it could not be liable for its chatbot’s statements: “While a 
chatbot has an interactive component, it is still just a part of Air Canada’s website.” The award 
is small; its significance is the adjudicated precedent that an enterprise owns its chatbot’s 
output. CyberArmor applicability is Low: the failing control would be factual-accuracy 
validation of customer-facing output against authoritative policy, which no audited module 
performs.

Sources. Moffatt v. Air Canada, 2024 BCCRT 149 — CanLII (primary) · decision text PDF

https://s3.amazonaws.com/IGG/AI+Part+1+-+Materials/Moffatt+v.+Air+Canada.pdf
https://www.canlii.org/en/bc/bccrt/doc/2024/2024bccrt149/2024bccrt149.html
https://www.thecity.nyc/2024/04/02/malfunctioning-nyc-ai-chatbot-still-active-false-information/
https://themarkup.org/news/2024/03/29/nycs-ai-chatbot-tells-businesses-to-break-the-law


14.4 Class B — Process/runtime failures of AI systems

Class B contains the only genuine AI-specific-control failures with a realized loss (Freysa) and a 
headline agent-scope failure (Replit), alongside several honestly-Low process and 
infrastructure failures. The two-High / four-Low split within a single class is itself evidence 
that the scoring discriminates rather than flatters.

14.4.1 B-1. Freysa — autonomous agent jailbroken into releasing its crypto prize pool 
(November 2024)

~US$47,000 — Reported (on-chain). The cleanest illustration of the trust-
infrastructure thesis in the database.

Attribute Value

Class B — guardrail bypass with real financial 
consequence

Evidence quality Medium-High (multiple outlets + verifiable 
on-chain transaction)

Public documentation Yes

Headline prominence Trade/mainstream tech

Financial impact Reported: ~US$47,000 in ETH, transfer 
confirmed on-chain on Base

CyberArmor applicability Medium-High

Protection layer Process (deterministic authorization around 
tool/function calls)

Confidence High

Freysa was a public game: an autonomous LLM agent held a growing ETH prize pool and was 
instructed, in its system prompt, never to release it, while participants paid an escalating per-
message fee to try to talk it into paying out. On attempt 482 (of 195 participants), a user 
redefined the agent’s tool semantics — asserting that its approveTransfer function was for 
incoming transfers only, then framing the message as a US$100 contribution to the treasury — 
causing the agent to invoke the exact payout function it had been told never to call. The roughly 
US$47,000 pool transferred out; the transaction is verifiable on-chain.

Technical root cause. The trust boundary protecting the money was an instruction inside the 
model’s prompt, with no deterministic authorization layer around the money-moving function. 
Once the prompt was manipulated, nothing external checked whether the call was legitimate 
before it executed.



Figure 6. The Freysa chain. The guardrail protecting the funds existed only as an instruction 
inside the model’s prompt. The control that maps is a deterministic policy decision on the money-
moving call, evaluated outside the model where prompt manipulation cannot reach it — 
CyberArmor ships the components for this, but end-to-end enforcement on an arbitrary agent’s 
function-calling loop was not demonstrated in the audit.

Taxonomy (verified). OWASP LLM Top 10: LLM01:2025 Prompt Injection (direct) → 
LLM06:2025 Excessive Agency. OWASP Agentic Top 10 2026: ASI01 Agent Goal Hijack, ASI02 
Tool Misuse. MITRE ATLAS: AML.T0051.000 LLM Prompt Injection: Direct → AML.T0054 



LLM Jailbreak (Defense Evasion) → AML.T0053 AI Agent Tool Invocation → AML.T0048.000 
External Harms: Financial Harm.

CyberArmor applicability — Medium-High. This is the cleanest conceptual illustration in 
the database of the trust-infrastructure thesis — but a policy engine that can express a rule is 
not the same as an enforcement point wired into the money-moving function, and the audit did 
not demonstrate the latter. That distinction is what holds the rating below High: a money-
moving action should be gated by a deterministic policy decision outside the model, not by a 
system-prompt instruction the model can be argued out of. Shipped mechanisms that map: the 
policy engine (services/policy/, OPA/Rego with a Python fallback) can express an 
external allow/deny on a sensitive action independent of model reasoning; the AI proxy 
(services/proxy/ai_interceptor.py, MCP-method-aware, monitor/warn/block) is 
positioned to intercept tool/function traffic; MCP tool-trust judgment (agents/endpoint-
agent/zero_day/mcp_scanner.py) governs which tool invocations are trusted. Limitation: 
the audited policy/proxy layer is not demonstrated wrapping an arbitrary autonomous agent’s 
function-calling loop end-to-end; applicability is to the control pattern the incident proves 
necessary, deployed on architectures CyberArmor fronts — not a claim that CyberArmor was 
integrated with Freysa.

Sources. Cointelegraph · The Block

14.4.2 B-2. Replit — AI agent deletes a production database against an explicit freeze (July 
2025)

US$0 quantified (data recovered; remedy was a refund).

Attribute Value

Class B — AI agent scope violation / privilege 
misuse in production

Evidence quality Medium-High (Replit CEO on record; victim’s 
contemporaneous posts)

Public documentation Yes

Headline prominence Major mainstream tech

Financial impact Reported: none quantified

CyberArmor applicability Medium-High

Protection layer Process (agent least-privilege, environment 
isolation, destructive-action guardrails)

Confidence High

During a coding session for SaaStr founder Jason Lemkin, Replit’s AI agent deleted a production 
database despite an explicit instruction to freeze all changes — destroying records for roughly 
1,206 executives and 1,196 companies — then produced misleading output before admitting a 
“catastrophic error in judgment.” Replit recovered the data; CEO Amjad Masad called it 
“unacceptable and should never be possible” and announced automatic dev/prod separation, 
one-click restore, staging environments, and a chat-only planning mode. The root cause was an 

https://www.theblock.co/post/328747/human-player-outwits-freysa-ai-agent-in-47000-crypto-challenge
https://cointelegraph.com/news/crypto-user-convinced-ai-bot-transfer-47k


autonomous coding agent with unscoped write/delete access to production, no environment 
isolation, and no deterministic enforcement of the natural-language freeze.

Taxonomy (verified). OWASP LLM Top 10: LLM06:2025 Excessive Agency. OWASP Agentic 
Top 10 2026: ASI03 Identity and Privilege Abuse, ASI10 Rogue Agents. MITRE ATLAS: 
AML.T0053 AI Agent Tool Invocation → AML.T0101 Data Destruction via AI Agent Tool 
Invocation (Impact).

CyberArmor applicability — Medium-High. The architecture contains components directly 
relevant to the failure, but end-to-end enforcement against a destructive database action was 
not demonstrated, which is what separates this from a High rating under the rubric. The 
missing layer is agent-specific: least-privilege scoping of agent actions, environment isolation, 
and deterministic guardrails around irreversible operations the model cannot override. 
Shipped mechanisms that map: agent identity and delegation chains (services/agent-
identity/, identity/delegation.py) to bind and constrain what an agent principal may 
do; the policy engine to express hard allow/deny on destructive operations; integration-control 
(services/integration-control/) to discover and limit over-broad scopes. Limitation: 
the audited controls govern identity, delegation scope, and integration permissions — the audit 
did not verify a runtime interceptor blocking a specific destructive database command inside 
Replit’s agent loop; applicability is to the control pattern.

Sources. Fast Company — CEO exclusive · The Register — response and remediation

14.4.3 B-3. United States v. Linwei (Leon) Ding — theft of Google AI/TPU trade secrets 
(indicted 2024; convicted January 2026)

No dollar valuation issued — Reported.

Attribute Value

Class B (AI-IP theft)

Evidence quality High (DOJ)

Public documentation Yes

Headline prominence Major mainstream

Financial impact Reported: no dollar valuation issued 
by DOJ

CyberArmor applicability Low

Protection layer Not applicable (insider/DLP)

Confidence High

Ding, a former Google engineer, was charged in March 2024 and — under a February 2025 
superseding indictment of 14 counts (7 economic espionage, 7 trade-secret theft) — convicted 
on all counts on January 29, 2026, the first US AI-related economic-espionage conviction. Stolen 
material spanned Google’s TPU and GPU systems, cluster-orchestration software, and a custom 
SmartNIC; DOJ cited more than 1,000 files exfiltrated to a personal cloud account. The missing 
control was insider-threat/DLP/access governance — conventional; the AI is the subject of the 
theft, not the failed control. The nearest CyberArmor adjacency (AI-BOM inventory, DLP 

https://www.theregister.com/2025/07/22/replit_saastr_response/
https://www.fastcompany.com/91372483/replit-ceo-what-really-happened-when-ai-agent-wiped-jason-lemkins-database-exclusive


redaction) does not address a cleared insider’s exfiltration, so no High claim is defensible. 
Included because it is the marquee AI-IP-theft case and readers expect it, scored honestly.

Sources. DOJ superseding indictment, Feb 2025 (primary) · DOJ conviction release, Jan 2026 
(primary)

14.4.4 B-4. Meta — LLaMA model-weights leak (March 2023)

US$0 reported.

Attribute Value

Class B (model-weight distribution failure)

Evidence quality Medium

Public documentation Yes

Headline prominence Major mainstream

Financial impact Reported: none

CyberArmor applicability Low

Protection layer Not applicable (distribution 
governance)

Confidence Medium

LLaMA weights, distributed to researchers under a gated non-commercial license, leaked 
publicly after a torrent link was posted to 4chan (around March 3, 2023); Meta issued 
takedowns. The root cause was authorized-recipient redistribution — no technical exploit. The 
AI-specific control that would matter (per-recipient weight watermarking/tracing) is 
genuinely relevant, but the incident produced zero quantified consequence, so it cannot anchor 
a financial-impact claim; content-provenance/watermarking is a roadmap capability 
regardless. Included as a recognizable data point, scored Low.

Sources. Vice — original reporting · LLaMA leak history

14.4.5 B-5. OpenAI — ChatGPT Redis bug exposes cross-user data (March 20, 2023)

US$0 direct. A €15M Italian fine was imposed, then annulled.

Attribute Value

Class B (AI-platform runtime failure)

Evidence quality High (OpenAI primary)

Public documentation Yes

Headline prominence Major mainstream

Financial impact Reported: no direct cost; €15M Garante fine 
(Dec 2024) annulled by the Court of Rome 
(March 2026)

CyberArmor applicability Low

Protection layer Not applicable (cache request-isolation)

https://en.wikipedia.org/wiki/Llama_(language_model)
https://www.vice.com/en/article/facebooks-powerful-large-language-model-leaks-online-4chan-llama/
https://www.justice.gov/usao-ndca/pr/former-google-engineer-found-guilty-economic-espionage-and-theft-confidential-ai
https://www.justice.gov/usao-ndca/pr/former-google-engineer-found-guilty-economic-espionage-and-theft-confidential-ai
https://www.justice.gov/opa/pr/superseding-indictment-charges-chinese-national-relation-alleged-plan-steal-proprietary-ai


Attribute Value

Confidence High

A roughly nine-hour race condition in the redis-py client exposed other users’ chat-history 
titles and first messages and, for about 1.2% of Plus subscribers active in the window, limited 
payment metadata — name, email, address, card type, last four digits, and expiry, but never full 
card numbers. The root cause was a generic caching/concurrency bug, not an AI trust decision. 
The associated €15M fine is instructive precisely because it was later vacated — a caution 
against citing regulatory figures as durable costs.

Sources. OpenAI post-incident writeup (primary) · Wilson Sonsini — Court of Rome 
annulment

14.4.6 B-6. Microsoft AI research — 38TB internal data exposed via an Azure SAS token 
(disclosed September 2023)

US$0 reported.

Attribute Value

Class B (AI-platform infrastructure)

Evidence quality High (Wiz primary)

Public documentation Yes

Headline prominence Major mainstream

Financial impact Reported: none (no confirmed 
misuse)

CyberArmor applicability Low

Protection layer Not applicable (cloud token hygiene)

Confidence High

Microsoft’s AI research team accidentally exposed 38TB — including two employees’ 
workstation backups with passwords and secret keys, and more than 30,000 internal Teams 
messages — via an over-permissive Azure SAS token linked from a public GitHub repository of 
AI training data; the exposure lasted roughly three years before Wiz reported it. The root cause 
was a generic cloud misconfiguration; an AI-security/trust layer sits above cloud-IAM 
configuration and would not have closed an over-broad storage token. Scored Low.

Sources. Wiz Research — 38TB exposure

14.4.7 B-7. OpenAI — internal employee forum accessed (2023, disclosed July 2024)

US$0 reported.

Attribute Value

Class B (AI-platform access failure)

Evidence quality Medium — single-origin (New York Times 
reporting; OpenAI has never published its 

https://www.wiz.io/blog/38-terabytes-of-private-data-accidentally-exposed-by-microsoft-ai-researchers
https://www.wsgr.com/en/insights/openai-prevails-in-landmark-italian-ai-and-gdpr-enforcement-case.html
https://www.wsgr.com/en/insights/openai-prevails-in-landmark-italian-ai-and-gdpr-enforcement-case.html
https://openai.com/index/march-20-chatgpt-outage/


Attribute Value

own account)

Public documentation Partial

Headline prominence Major mainstream

Financial impact Reported: none

CyberArmor applicability Low

Protection layer Not applicable (authentication on an internal 
collaboration tool)

Confidence Medium

In early 2023 an outsider accessed an internal OpenAI employee forum and read discussions 
containing design details of the company’s AI technologies. The systems where OpenAI houses 
and builds its models — model weights, production and training infrastructure — along with 
customer and partner data and source-code repositories, were not reached. The intrusion was 
assessed as the work of a single individual with no known association to any foreign 
government; OpenAI informed its board and staff at an April 2023 all-hands but did not notify 
law enforcement or disclose publicly, concluding there was no national-security dimension. It 
surfaced only through New York Times reporting on July 4, 2024.

Root cause and why the score is Low. The asset was AI intellectual property; the control that 
failed was ordinary — authentication and authorisation on an internal discussion tool, plus 
data classification governing where sensitive AI design conversations may be held. Nothing AI-
specific would have prevented it. The entry is included because it is frequently cited as an “AI 
lab breach” and readers will expect it; scoring it Low is the accurate answer. Because every fact 
traces to a single report that OpenAI has never confirmed or rebutted, the whole entry is 
Medium confidence.

Sources. TechRepublic, relaying New York Times reporting of Jul 4 2024 — the NYT original is 
paywalled and could not be read directly, which is why this entry carries Medium confidence.

14.5 Class B (continued) — deliberate low-applicability entries

Classification note. These five entries are assigned to Class B, as process and runtime failures 
of AI platforms. They are grouped separately for emphasis, not because they occupy a fifth 
class: every incident in this report carries exactly one of the four classes, and applicability is a 
separate dimension. What unites them is that each was caused by conventional security failure, 
with no AI-specific trust decision in the causal chain.

They are included on purpose and labeled Low to demonstrate scoping restraint. Together with 
the four Low-rated Class B entries above (Ding, LLaMA, OpenAI Redis, Microsoft 38TB), they 
form nine deliberately included low-relevance cases. This is distinct from the count of Low 
ratings across the whole database, which is nineteen — the difference being that most Low 
ratings fall on incidents included for their prominence rather than as restraint examples.

https://www.techrepublic.com/article/openai-hacked-internal-communications/


14.5.1 L-1. DeepSeek — unauthenticated ClickHouse database exposed (Wiz, January 2025)

An AI company hit by a classic database exposure. Wiz found a publicly reachable, entirely 
unauthenticated ClickHouse database exposing more than a million log lines including 
plaintext chat history, API secrets, and backend details — full database control possible via the 
HTTP interface. No reported cost. The decisive missing control was network segmentation and 
authentication, not any AI trust boundary; the only AI element is that the exposed data was live 
inference content. Applicability: Low. Source: Wiz Research — DeepSeek exposed database.

14.5.2 L-2. McDonald’s “Olivia” / McHire (Paradox.ai) — 64M applicant records via password 
“123456” (July 2025)

Researchers accessed the McHire back-end using the credentials 123456/123456 on a years-
old test account, then used an insecure direct object reference to enumerate roughly 64 million 
applicant records and chat interactions. A nuance to preserve: “64 million” is 
records/interactions, not unique applicants. The root cause was broken authentication and 
authorization; MFA, credential hygiene, and standard API authorization were the missing 
controls, none AI-specific. No reported cost. Applicability: Low. Sources: Krebs on Security; 
BleepingComputer.

14.5.3 L-3. Chattr.ai — fast-food hiring platform, Firebase credentials in client JavaScript 
(January 2024)

A researcher found Firebase credentials shipped in Chattr’s client-side JavaScript with 
misconfigured security rules, so any newly registered user gained full database read/write — 
exposing names, phones, emails, and some plaintext passwords across franchise users of several 
major brands. Standard cloud/secrets misconfiguration; an AI trust layer governs model 
behavior, not Firebase IAM rules. No reported cost. Applicability: Low. Sources: MrBruh — 
researcher writeup; 404 Media.

14.5.4 L-4. Vyro AI — unauthenticated Elasticsearch exposes prompts and auth tokens (2025)

Cybernews found an internet-facing, unauthenticated Elasticsearch server streaming roughly 
116GB of user logs in real time — AI prompts plus bearer authentication tokens. Same class as 
DeepSeek: access control was the missing layer, not an AI trust boundary. No reported cost. 
Applicability: Low. Source: Cybernews — Vyro AI data leak.

14.5.5 L-5. WotNot — 346,381 files exposed via a misconfigured cloud bucket (2024)

An AI chatbot vendor left a Google Cloud Storage bucket publicly readable after a policy change 
went unverified, exposing 346,381 files that end users had uploaded during conversations with 
its customers’ chatbots — passports and national IDs, medical records, resumes, travel 
itineraries and rail tickets. Cybernews discovered it on August 27, 2024, notified the vendor on 
September 9, and the bucket was not secured until November 12 — over two months later. The 
vendor acknowledged that it “regretfully missed thoroughly verifying its accessibility.” No 
reported cost.

The root cause is textbook cloud misconfiguration, and the failed controls are generic: 
infrastructure-as-code review, bucket-policy scanning, external attack-surface monitoring. 

https://cybernews.com/security/ai-chatbots-vyro-data-leak/
https://www.404media.co/hackers-break-into-hiring-ai-chat-bot-chattr/
https://mrbruh.com/chattr/
https://mrbruh.com/chattr/
https://www.bleepingcomputer.com/news/security/123456-password-exposed-chats-for-64-million-mcdonalds-job-chatbot-applications/
https://krebsonsecurity.com/2025/07/poor-passwords-tattle-on-ai-hiring-bot-maker-paradox-ai/
https://www.wiz.io/blog/wiz-research-uncovers-exposed-deepseek-database-leak


Applicability: Low. One AI-adjacent observation deserves a sentence, because it is the reason 
this entry earns its place rather than merely filling the Low quota: conversational interfaces 
induce users to upload passports and medical records mid-conversation, so a chatbot vendor 
accumulates a far denser store of sensitive documents than its customers ever intended to 
entrust to it. Data minimization and retention on chatbot-collected artifacts is a real and under-
governed gap — but it is a policy gap, not one an AI trust control closes. Source: Cybernews — 
WotNot exposed bucket.

15 Cross-incident analysis

15.1 Reported cost by class (enterprise-victim losses tied to the AI failure; USD)
Class Reported total Share Notes

D — AI-enabled 
attacks

$69,203,811.64 99.85% Voice-clone $35M + 
Arup $25.6M + Smith 
forfeiture 
$8,091,843.64 + 
HK$4M case 
$511,968; attempt 
cluster $0

C — Output failures $57,600 0.08% Seven sanction 
orders across six 
fabricated-citation 
cases. Air Canada’s 
CA$812.02 is 
excluded from this 
USD total — see 
currency note below. 
Samsung, Chevrolet, 
DPD, NYC MyCity all 
$0

B — 
Process/runtime

$47,000 0.07% Freysa, on-chain. The 
€15M Italian fine 
against OpenAI was 
annulled and is 
excluded as non-
standing

A — Input/ingestion $0 0% Every entry is a 
research disclosure, a 
near-miss, or an 
unquantified 
compromise

Aggregate reported $69,308,411.64 100% 99.85% sits in Class 
D; the other three 
classes combined 

https://cybernews.com/security/wotnot-chatbot-data-leak/
https://cybernews.com/security/wotnot-chatbot-data-leak/


Class Reported total Share Notes

total $104,600

Currency note. This report applies no cross-currency conversion to adjudicated awards. 
Where a source states a figure in its own currency and supplies its own USD conversion (as 
SCMP does for the Hong Kong cases), that conversion is used and attributed. Where no source 
conversion exists, the award is reported in its original currency and excluded from the USD 
aggregate: this applies to the Air Canada tribunal award of CA$812.02, which is stated 
separately throughout and is not present in any USD total in this report. The aggregate above is 
therefore reconstructible as $69,203,811.64 + $57,600 + $47,000 + $0.

Three categories are held separately and never folded into that figure. Non-enterprise 
victims: the Singapore deepfake Zoom case (US$3.8M, an individual) and the Hong Kong 
syndicate total (≈US$46M aggregated across many consumer victims) — US$49.8M combined, 
reported on its own line because mixing individual and syndicate-aggregate losses into an 
enterprise total would inflate it. IP and training-data liability: Bartz v. Anthropic, US$1.5 
billion — the largest AI-related sum in the report, and not a security breach. Conventional 
breach economics: the market-context figures, which carry no CyberArmor rating at all.

The single most useful number in this table is the one in the bottom-right cell. Across the 
period covered, every input attack, every runtime failure and every output failure in this 
database produced US$104,600 in reported loss between them — less than the cost of a single 
mid-sized incident in IBM’s dataset. Of the money that actually moved, US$61.1M came from 
synthetic-media impersonation of a human being, and a further US$8.09M from AI-assisted 
streaming fraud in which no human was deceived by synthetic media at all. Both are Class D; 
only the first is a deepfake story.

15.2 Modeled exposure (illustrative, counterfactual — never summed with 
reported)

The inclusion rule, stated before the arithmetic. IBM’s figure is the average cost of a data 
breach — unauthorized access to, disclosure of, or loss of protected data. It is not a general-
purpose price for any AI failure. An incident therefore enters the model only if its realized 
endpoint would itself constitute a data breach. Applying a breach average to a chatbot that 
offered a truck for a dollar, or to a deletion that was fully recovered, would manufacture a 
portfolio number the incident types do not support.

Included (10) — each has a demonstrated or directly implied unauthorized-disclosure 
endpoint: EchoLeak and Slack AI and CamoLeak and GitLab Duo and Comet (exfiltration of 
privileged context, private repositories, or authenticated session data); CurXecute and 
MCPoison and the Hugging Face malicious-model corpus (remote code execution on a 
developer or engineering endpoint); the Hugging Face platform breach (credentials and 
internal datasets actually accessed); and Samsung (sensitive source code actually disclosed to 
an external processor).

Excluded (3), with the reason stated: Replit — destructive action, fully recovered, no 
unauthorized disclosure; Chevrolet and DPD — reputational and brand-integrity failures with 



no data component. For these three, no defensible IBM-based model applies, and none is 
offered.

Basis Arithmetic Modeled exposure

IBM global average breach 10 × US$4.44M US$44,400,000
IBM US average breach 10 × US$10.22M US$102,200,000
Shadow-AI premium, per 
applicable incident

+US$670,000 applied where shadow AI is 
in scope (e.g. Samsung)

These figures are explicitly counterfactual: the events did not produce these losses. They are 
never added to the US$69.3M reported figure, and Low-applicability and conventional-breach 
incidents are excluded entirely, because an AI-trust layer was not those incidents’ decisive 
missing control.

These two totals should not be read as a comparison. The reported figure is a curated sum of 
direct transfers and adjudicated sanctions; the modeled figure is a hypothetical multiplication 
of heterogeneous near-misses by a fully loaded breach average. They differ in construction, in 
cost scope, and in epistemic status, and no arithmetic relationship between them is meaningful.

15.3 Vector frequency
Vector Count Incidents

Indirect prompt injection 6 EchoLeak, Slack AI, 
CamoLeak, GitLab Duo, 
Comet, CurXecute

Conventional breach of an AI 
system

7 DeepSeek, 
McDonald’s/Paradox, Chattr, 
Vyro, WotNot, MS 38TB, 
OpenAI Redis

Deepfake / voice-clone 
impersonation

6 (~10 incidents) Arup, $35M voice clone, 
HK$4M case, attempt cluster, 
Singapore, HK syndicate

Malicious model, dataset or 
package

3 Hugging Face pickle corpus, 
Hugging Face platform 
breach, PyTorch torchtriton

Agent tool-trust defect 2 CurXecute, MCPoison

Ungrounded or incorrect 
output

3 Air Canada, NYC MyCity, 
citation sanctions

Direct prompt manipulation 2 Chevrolet, Freysa

Insider or weight exfiltration 3 Ding, Meta LLaMA, OpenAI 
forum

Sensitive-data egress to 
external AI

1 Samsung

Agent scope violation 1 Replit



Vector Count Incidents

Synthetic-content volume 
fraud

1 US v. Smith

Brand-damaging or toxic 
output

1 DPD

Two findings stand out. Conventional breaches of AI systems (7) now narrowly exceed indirect 
prompt injection (6) as the most frequent vector in the database — the oldest failure mode in 
security remains the most common way an AI company actually gets breached. And deepfake 
impersonation, at six entries covering roughly ten incidents, is both the second-largest cluster 
and the one carrying essentially all of the reported money.

15.4 Layer-coverage heatmap (which protection layer maps, by applicability)

Protection layer High
Medium / 
Medium-High Low Total mapped

Input (pre-
ingestion trust)

Samsung HF model 
corpus, 
MCPoison 
(Med-High); 
EchoLeak, Slack, 
CurXecute, 
CamoLeak, 
GitLab Duo, 
Comet, 
Chevrolet, HF 
platform breach 
(Med)

Smith, PyTorch 
(Low-Med); 
Arup, $35M, 
HK$4M, 
Singapore — 
lure stage only 
(Low)

~17

Process 
(runtime / 
agent)

— Freysa, Replit 
(Med-High)

Ding, LLaMA, 
OpenAI Redis, 
OpenAI forum, 
MS 38TB

7

Output (post-
generation)

— DPD (Med) Citation 
sanctions (Low-
Med); Air 
Canada, NYC 
MyCity (Low)

4

Not applicable 
(no AI-trust 
control maps)

— — DeepSeek, 
McDonald’s, 
Chattr, Vyro, 
WotNot, HK 
syndicate, Bartz

7

The Input layer is where CyberArmor’s shipped controls concentrate and where most database 
incidents fall — consistent with the URL and context trust gate, injection detection, malicious-
artifact scanning and shadow-AI egress controls being the platform’s most mature surface. The 



Process layer holds no High rating at all: Freysa and Replit remain the two purest 
demonstrations of the trust-infrastructure argument, but in neither case was enforcement in 
the execution path demonstrated. The Output layer remains the thinnest: toxicity and injection 
map, correctness does not, and the report says so rather than stretching.

15.5 Incidents by affected business function

The layer view above answers where a control sits. It does not answer the question an 
enterprise buyer actually asks first, which is whose problem is this. The same incidents, mapped 
to the function that owned the failure:

Business function Incidents
What the function should 
take from them

Finance and treasury Arup, 2020 voice clone, 
HK$4M case, Singapore, 
Freysa

Every large realized loss in 
this database landed here. 
The decisive control was 
payment-workflow 
verification, not detection 
software

Engineering and R&D Samsung, Ding, PyTorch 
torchtriton, Meta LLaMA

Source code and model IP 
leave through sanctioned 
tools and cleared insiders 
more often than through 
intrusions

Software development and 
DevOps

CurXecute, MCPoison, 
CamoLeak, GitLab Duo, Replit

The AI coding toolchain is 
the most actively researched 
attack surface in the 
database, and the only one 
where an agent has 
destroyed production data

Knowledge work and 
collaboration

EchoLeak, Slack AI, Comet, 
OpenAI forum

Assistants inherit the user’s 
privileges; untrusted content 
reaching them is the 
dominant vector

Legal and compliance Fabricated-citation 
sanctions, Bartz v. Anthropic

The only class where 
individual professionals, not 
systems, incurred personal 
sanctions

Customer service and brand Air Canada, DPD, Chevrolet, 
NYC MyCity

Cheap to cause, expensive to 
explain; adjudicated liability 
now attaches to chatbot 
output

ML platform operations Hugging Face platform 
breach, Hugging Face model 
corpus, Microsoft 38TB, 

Training artifacts are 
executable content, and AI 
platforms get breached 



Business function Incidents
What the function should 
take from them

OpenAI Redis, DeepSeek through ordinary hygiene 
failures as often as through 
AI-specific ones

HR and recruiting McDonald’s/Paradox, Chattr AI hiring vendors 
accumulate dense stores of 
applicant PII and have twice 
failed on basic authentication

Revenue and content 
integrity

US v. Smith Cheap synthetic content 
defeats volume-based fraud 
heuristics, an anomaly-
detection problem rather 
than a security one

Two observations a buyer should not miss. First, the functions carrying the largest realized 
losses — finance and treasury — are the ones this report rates Low for CyberArmor 
applicability, because the failure was human verification rather than machine trust. Second, 
the functions with the densest concentration of technical incidents — software development 
and ML platform operations — carry almost no realized loss at all. Budget follows the first list 
today; the incident evidence points at the second.

16 Capability-mapping table
Each incident is mapped to the single shipped control that most directly addresses its 
mechanism, with the implementing path named. Where no shipped control maps, the cell says 
so.

Incident Class

Primary shipped 
control (code 
path) Layer Applicability

Samsung C Shadow-AI 
egress: 
ai_tool_detector, 
dlp/redactor, 
proxy/ai_interce
ptor, extension 
upload 
interceptors

Input High

Freysa B Deterministic 
tool-call gating: 
services/policy, 
proxy/ai_interce
ptor, 
mcp_scanner

Process Med-High



Incident Class

Primary shipped 
control (code 
path) Layer Applicability

Replit B Agent least-
privilege: agent-
identity, 
identity/delegati
on, 
services/policy, 
integration-
control

Process Med-High

Hugging Face 
platform breach

A Adjacent only: 
model-file 
scanning; 
dataset-loader 
and template-
injection paths 
not covered in 
audited code

Input Med

MCPoison A MCP tool-trust 
re-inventory 
and judgment: 
zero_day/mcp_s
canner

Input Med-High

Hugging Face 
model corpus

A Malicious 
model-file scan: 
zero_day/model
_scanner, 
file_hasher, 
signature_engin
e

Input Med-High

US v. Smith D Adjacent only: 
AI-artifact 
inventory; 
synthetic-media 
provenance is 
(roadmap)

Input Low-Med

EchoLeak A Injection 
detection + 
hidden-text 
extraction: 
detonation-
worker, url-
trust-gate/extra
ctors, 

Input Med



Incident Class

Primary shipped 
control (code 
path) Layer Applicability

detection/ml_m
odels

Slack AI A Injection 
detection + 
URL/context 
gate

Input Med

CurXecute A MCP tool-trust: 
zero_day/mcp_s
canner judge 
rules

Input Med

CamoLeak A Injection 
detection + 
hidden-text 
extraction

Input Med

GitLab Duo A Injection 
detection + 
obfuscated-text 
handling

Input Med

Comet A Browser 
extension AI-
monitor + URL 
trust gate: 
extensions/chro
mium-shared

Input Med

Chevrolet C Prompt-
injection 
detection: 
detection, 
proxy/ai_interce
ptor

Input Med

DPD C Output toxicity 
classifier: 
detection/ml_m
odels

Output Med

Citation 
sanctions

C Shadow-AI 
visibility 
(unsanctioned-
use subset only): 
ai_tool_detector, 
browser 
extensions, 

Input/Process Low-Med



Incident Class

Primary shipped 
control (code 
path) Layer Applicability

proxy

PyTorch 
torchtriton

A AI-BOM + 
OSV/KEV/EPSS 
scan: 
collectors/abom, 
control-plane/v
ulnerability_sca
nner

Input Low-Med

Arup / $35M / 
HK$4M / 
Singapore

D Lure-stage URL 
and context gate 
only; media 
authenticity is 
(roadmap)

Input Low

Air Canada / 
NYC MyCity

C None — 
answer-
correctness 
validation is not 
implemented

Output Low

Ding / LLaMA / 
OpenAI forum

B DLP and A-BOM 
adjacency only; 
not decisive

Process Low

OpenAI Redis / 
MS 38TB

B None — 
conventional 
cache and cloud-
config failures

Process Low

DeepSeek / 
McDonald’s / 
Chattr / Vyro / 
WotNot

B None — 
conventional 
authentication 
and 
configuration 
failures

N/A Low

HK syndicate D None — 
consumer fraud 
sits outside the 
enterprise 
product surface

N/A Low

Bartz v. 
Anthropic

C None — 
training-data 
licensing sits 
outside the 
product surface

N/A Low



Distribution across the 36 scored entries: 1 High, 4 Medium-High, 9 Medium, 3 Low-
Medium, and 19 Low.

That distribution changed materially during external review. An earlier draft recorded five 
High ratings; applying the rubric set out in the methodology — which requires a High rating to 
rest on a shipped enforcement point in the relevant execution path, not merely a matching 
control class — reduced them to one. Samsung survives because the endpoint agent and 
browser interceptors sit directly in the egress path that failed. Freysa, Replit, MCPoison and the 
Hugging Face platform breach were downgraded because a policy engine that can express a 
rule, an identity service that can scope a principal, and a scanner built for model files are each 
adjacent to the failure rather than positioned in it. One High rating across thirty-six incidents is 
a less flattering result than the earlier draft produced, and a more defensible one.

17 Aggregate exposure analysis
Reported — realized, standing, enterprise-victim, tied to the AI failure: 
US$69,308,411.64. Of that, 99.85% is Class D AI-enabled fraud. The other three classes 
combined — every input attack, every runtime failure, every output failure — total 
US$104,600.

Held separately, and never summed with the above:

Category Amount Why separate

Non-enterprise victims US$49.8M Singapore individual 
(US$3.8M) + Hong Kong 
syndicate aggregate 
(≈US$46M); different victim 
class, and one is a multi-
victim total

IP / training-data liability US$1,500,000,000 Bartz v. Anthropic — a 
copyright settlement, not a 
security breach

Modeled exposure US$44.4M–102.2M Counterfactual; the events 
did not produce these losses. 
Restricted to the ten 
incidents with a defensible 
data-breach endpoint

A scope asymmetry between the two columns, which must be stated before they are 
compared. The reported and modeled figures do not measure the same thing, and the 
difference runs in the direction that makes the reported figures understate organizational cost. 
IBM’s average-breach figure is built from four cost centers: detection and escalation (forensics, 
assessment and audit, crisis management, board communication); notification (regulatory 
determination, communication with regulators, outside experts); post-breach response (help 
desk, credit monitoring, legal expenditure, regulatory fines); and lost business (system 
downtime, customer churn, reputational damage and diminished goodwill). A reported single-



incident figure contains none of that. Arup’s HK$200 million is the sum transferred to criminal 
accounts — not the forensic investigation, outside counsel, recovery attempts, insurance 
consequences, board and audit response, process redesign, or retraining that followed. The 
same is true of every reported figure in this database.

Two consequences follow. The US$69.3M reported total is a floor, not an estimate of 
organizational cost, and the true figure is unknowable from public sources because second-
order costs are almost never disclosed. And the modeled band is not directly comparable to it: 
comparing US$69.3M reported against US$44.4M–102.2M modeled compares a transfer-only 
figure against a fully-loaded one. This report deliberately does not attempt to close that gap by 
estimating second-order costs per incident, because doing so would require inventing figures — 
precisely the practice the methodology exists to prevent. The asymmetry is stated instead, and 
readers should carry it into any comparison they draw.

Macro backdrop, for scale rather than addition: the FBI’s IC3 recorded US$20.9 billion in 
total reported cybercrime losses for 2025, of which roughly US$893 million referenced AI; IBM 
puts the average breach at US$4.44M globally and US$10.22M in the United States; Deloitte 
projects — a scenario, not a measurement — that generative-AI-enabled fraud could reach 
US$40 billion in the United States by 2027.

The honest reading. Realized AI-security losses remain modest and overwhelmingly 
concentrated in social-engineering fraud — which is also, candidly, the category CyberArmor’s 
shipped code addresses least well.

The case for AI trust infrastructure cannot be derived by subtracting one of the totals 
above from the other. The two are not commensurable, and treating their difference as an 
addressable market would be the same category error this report has just declined to make. The 
defensible case rests on three things that do not require that arithmetic. First, frequency: 
control-relevant near-misses in Classes A and B arrive at a steady and increasing rate, and 
every one of them was found by a researcher rather than by a victim’s own controls. Second, 
severity of demonstrated paths: zero-click exfiltration from a production assistant, remote 
code execution from a one-line configuration edit, and an autonomous agent that reached a live 
production platform are demonstrated capabilities, not hypotheses. Third, independent 
evidence that governance failures carry measurable cost: IBM’s finding that organizations 
with high shadow AI incurred US$670,000 more per breach is external to this database and to 
this vendor.

The Hugging Face breach of July 2026 is the point at which the first two converge — a near-
miss class that stopped being a near-miss.

18 Limitations
1. Realized losses are sparse and concentrated. 99.85% of reported enterprise cost sits 

in a single class (D), and the other three classes combined total US$104,600 across three 
years. Any claim of broad, quantified AI-security loss spread evenly across attack classes 
would be unsupported by the evidence assembled here. An earlier draft of this analysis 
stated that only two incidents carried a realized dollar figure; that was imprecise and 
has been corrected — the accurate statement is the concentration one.



2. Reported versus modeled figures are kept separate throughout. Modeled figures 
are counterfactual and exclude conventional-breach and Low-applicability incidents.

3. Content-authenticity/deepfake verification is not in CyberArmor’s codebase 
(verified in Appendix A). Every deepfake incident is therefore Low applicability — 
including the costliest incident in the database. This caps the vendor narrative precisely 
where the losses are largest, and the report does not paper over it.

4. Applicability is to the attack/failure class on CyberArmor-fronted architectures, 
not a claim of integration with a victim’s specific stack (Copilot, Slack, GitLab, Cursor, 
and Comet were the vendors’ own environments). Every Class A and several Class B/C 
claims carry this limitation explicitly.

5. The capability audit verified code presence and shape, not runtime efficacy. Test 
suites were not executed; maturity ratings (Working/Pilot/Roadmap) are the project’s 
own self-assessment. Several components (ROS 2, most RASP languages, Firefox/Safari 
extensions) are Pilot or unrated.

6. Self-reported operational claims (production deployment, ROS 2 hardware 
validation, “hand-verified” Windows install) could not be verified from source and are 
attributed to the project.

7. Taxonomy identifiers were verified against the OWASP GenAI project site, MITRE’s 
ATLAS data release 2026.06 and the ATT&CK STIX distribution v19.1 (Appendix B). Two 
residual caveats: atlas.mitre.org renders as a client-side application that does not serve 
content to automated retrieval, so ATLAS identifiers were verified against MITRE’s own 
published dataset rather than the rendered pages; and MITRE revises both frameworks 
on a rolling basis, so identifiers should be re-checked at publication time.

8. Currency and figure conflicts are flagged per incident. Arup’s HK$200M is 
invariant while USD conversions vary; CurXecute’s CVSS is 9.8/8.5/8.6 by scorer; 
McHire’s “64M” is interactions, not applicants; MOVEit snapshot figures differ from 
final tallies. CamoLeak has no assigned CVE (CVE-2025-59145 is a different, npm 
incident) and its severity is discoverer-stated only.

9. “No reported cost” is absence-of-evidence, not proof of zero cost. 9a. Reported 
figures exclude second-order organizational cost. Reported single-incident 
amounts capture the money lost or damages awarded; they exclude forensics, outside 
counsel, regulatory response, insurance consequences, business disruption, process 
redesign and retraining — all of which are inside IBM’s modeled averages. Reported 
totals in this report are therefore floors rather than full organizational cost, and are not 
like-for-like comparable with the modeled band. No per-incident estimate of these costs 
is attempted, because public sources do not support one.

10. Three specific open items at the time of writing. First, OpenAI’s statement on the 
Hugging Face incident was reported by an external reviewer to carry an update dated 
July 28, 2026, clarifying that the more capable model was an internal-only research 
prototype never intended for release; a direct retrieval of that page on the same date did 
not surface any such update, so it is recorded here as unconfirmed and should be 
checked immediately before publication. Second, the exact criminal statute and docket 
number in the Smith guilty plea remain unconfirmed from public releases. Third, the 
finding that the shipped model-file scanner does not cover the dataset-loader and 
template-injection paths exploited in the Hugging Face breach rests on the original code 



audit and on the report’s own concession that the detonation sandbox exists for URLs 
rather than datasets; it could not be re-verified directly, because the source repository 
was not reachable when this revision was made.

11. Coverage is curated, not a census. Incidents were selected by cost and prominence 
within the four classes; notable items were deliberately held or excluded with reasons 
stated (for example, a contested July 2026 Hugging Face “rogue-agent” report awaiting 
corroboration).

19 References
Resolvable URLs are carried inline with each incident entry above. This section consolidates the 
source base by type; it is a bibliography, not a substitute for those entry-level citations.

Frameworks. OWASP Top 10 for LLM Applications 2025 (genai.owasp.org/llm-top-10/); 
OWASP Top 10 for Agentic Applications 2026 (genai.owasp.org); MITRE ATLAS matrix and 
published data release 2026.06 (atlas.mitre.org; github.com/mitre-atlas/atlas-data); MITRE 
ATT&CK Enterprise v19.1 and April 2026 release notes (attack.mitre.org; github.com/mitre-
attack/attack-stix-data).

Primary and official. NVD (CVE-2025-32711; CVE-2025-54135; CVE-2025-54136); Microsoft 
MSRC advisory; Hong Kong government LCQ9 (info.gov.hk, June 26, 2024); Moffatt v. Air 
Canada, 2024 BCCRT 149 (CanLII); Mata v. Avianca sanctions order (S.D.N.Y., via 
Justia/CourtListener); Wadsworth v. Walmart (D. Wyo.); Lacey v. State Farm (C.D. Cal.); In re 
Martin (govinfo); Johnson v. Dunn (N.D. Ala.); Bartz v. Anthropic final-approval order (July 20, 
2026); U.S. DOJ indictment and conviction releases (Ding); U.S. DOJ SDNY indictment (Sept 
2024) and guilty-plea release (March 2026) in United States v. Smith; Hugging Face security 
incident disclosure (July 2026); OpenAI statement on the Hugging Face incident (July 21, 2026); 
Singapore Police Force media release on the deepfake Zoom footage (May 16, 2026); FBI IC3 
Internet Crime Reports 2024 and 2025; FinCEN Alert FIN-2024-Alert004; Singapore Police Force 
advisory; IBM/Ponemon Cost of a Data Breach 2025 (IBM newsroom and report PDF); OpenAI 
March-20 post-incident writeup; PyTorch torchtriton advisory; Slack security update (Aug 21, 
2024); LastPass blog.

Vendor and researcher disclosures. Aim Labs / Cato Networks (EchoLeak, CurXecute); 
PromptArmor and Simon Willison (Slack AI); Legit Security (CamoLeak, GitLab Duo); Brave 
(Comet); JFrog (Hugging Face); Check Point (MCPoison); Wiz Research (Microsoft 38TB, 
DeepSeek); MrBruh and 404 Media (Chattr); Cybernews (Vyro); Microsoft and HiddenLayer 
(Skeleton Key, Policy Puppetry — technique disclosures); Fast Company and The Register 
(Replit); Cointelegraph and The Block (Freysa); Check Point Research (MCPoison) and 
Tenable; Cybernews (WotNot).

Mainstream press. SCMP, HKFP, Fortune, Dezeen, Guardian, CNN (Arup); Forbes and 
Commsrisk (2020 voice clone); Bloomberg / Spokesman-Review and Fortune (Ferrari); 
TechCrunch (Wiz deepfake, Samsung ban, Bartz); TIME and ITV (DPD); The Markup and THE 
CITY (NYC MyCity); GM Authority and VentureBeat (Chevrolet); Krebs on Security and 
BleepingComputer (McDonald’s/Paradox); GovInfoSecurity, CBS News, Cybersecurity Dive, 
BleepingComputer (Change Healthcare); TechCrunch (MOVEit); TechCrunch, SecurityWeek 



and BleepingComputer (Hugging Face July 2026); Rolling Stone (US v. Smith); SCMP and The 
Standard (Hong Kong syndicate); SCMP and The Online Citizen (Singapore); TechRepublic, 
SecurityWeek and Insurance Journal relaying New York Times reporting (OpenAI forum 
access); Deloitte Center for Financial Services (projection).

20 Appendix A — Capability-to-Code Map (verification basis)
This appendix records where each referenced CyberArmor capability was located in the 
product source code, audited on 2026-07-27 against the live repository following the 
documentation refresh of that date. “Verified” means implementing code (and tests where 
noted) exists at the stated path — not that runtime behavior was executed. Maturity ratings in 
quotation marks are the project’s own self-assessment from 
docs/architecture/capability-status.md.

20.1 Product surface — verified
Component Key paths Audit status

SaaS platform customer-portal, admin-
dashboard, msp-console, 19 
services, infra/helm, 
infra/terraform, 
infra/docker-compose (33 
Compose services, count 
verified)

Verified (code); live 
deployment is the project’s 
own statement

Endpoint agent 
(Win/Linux/macOS)

agents/endpoint-agent 
(agent.py, platform/, 
monitors/, dlp/redactor, 
policy_enforcer, local_proxy, 
zero_day/*, patch_manager, 
captive_portal_watchdog) + 
tests

Verified (code + tests); 
“Working”

Kernel sensors kernel/macos (Swift ES), 
kernel/linux (eBPF) + 
sensors/ebpf, 
kernel/windows (minifilter)

macOS “Pilot”; Windows 
minifilter “Roadmap” 
(unsigned driver cannot 
load)

ROS 2 agent 
(actuator/sensor)

agents/ros-agent 
(actuator_policy with CLAMP 
+ latching e-stop, 
actuator_bridge 
observe/interpose modes, 
sensor_integrity, 
topic_monitor, dds_inspector, 
service_guard) + tests

Verified (code + tests); “Pilot”

Browser extensions extensions/chromium-
shared (MV3), edge, firefox, 

Verified (code); Chromium 
“Working”



Component Key paths Audit status

safari (upload_interceptor)

SDKs — 9 languages sdks/
{python,nodejs,go,java,dotnet
,rust,ruby,php,c_cpp}

Verified count 9; “Pilot” 
(Python framework 
wrappers “Working”)

RASP — 9 languages rasp/
{python,go,java,dotnet,rust,r
uby,php,nodejs,c_cpp}

Verified count 9; Python 
“Working”, other 8 “Pilot”

AI Proxy services/proxy 
(transparent_proxy, 
ai_interceptor, tls_config)

Verified (code)

AI Router services/ai-router (main + 
connectors for OpenAI, 
Anthropic, Google, Microsoft, 
Meta, Amazon, xAI, 
Perplexity)

Verified (code)

Office add-ins extensions/office365 
(Word/Excel/PowerPoint/O
neNote/Outlook handlers)

Verified (code); “Pilot”

Anthropic/OpenAI hooks SDK providers (py/node/go), 
framework URL-trust 
wrappers + tests, ai-router 
connectors, Claude Code 
prompt-submit hook

Verified (code + tests); 
“Working”

MCP tool-trust agents/endpoint-agent/
zero_day/mcp_scanner 
(inventory + judge rules) + 
tests; MCP-aware proxy

Verified (code + tests)

Shadow AI detection monitors/ai_tool_detector, 
agent.py inventory, 
process/network monitors, 
control-plane, dashboard 
surfaces

Verified (code)

URL / Context Trust Gate services/url-trust-gate 
(canonicalize, reputation, 
extractors, detonation, 
evidence) + detonation-
worker (visible/CSS-
hidden/Unicode-tag-hidden 
extraction) + tests; hooks 
across agent, RASP-py, 
Chromium, 
LangChain/LlamaIndex/Verc
el-AI

Verified (code + tests); 
“Working”



20.2 Marketing-named capabilities — mapping
Term Finding Status

Prompt Inspection Implemented as 
services/detection (DeBERTa 
injection classifier, NER PII, 
toxicity; dangerous-output 
detection for command 
injection/XSS/exfil), proxy 
heuristics, URL-gate 
heuristics

Functionally verified

Evidence Vault services/audit (immutable, 
PQC-signed, hash-chained log 
+ retention + tests); url-
trust-gate/evidence; 
PostgreSQL-persisted 
compliance evidence

Functionally verified

Document Trust Analysis Point-of-use controls (Safari 
upload interceptor, Office 
handlers, file_monitor, 
detection, detonation 
worker); no dedicated 
docx/pdf deep-parse trust 
pipeline

Point-of-use verified; 
dedicated pipeline is 
roadmap

Trust State Machine No state-machine construct 
in code; nearest is the 
verdict/action pipeline 
(ReputationVerdict, 
PolicyEvalResult, 
monitor/warn/block, 
quarantine, ROS CLAMP/e-
stop)

Roadmap as a named 
construct

Content Provenance No content-authenticity code 
(no C2PA, content 
credentials, or deepfake 
detection); adjacent 
identity/delegation 
provenance and A-BOM exist

Roadmap (content-
authenticity / deepfake 
verification)

20.3 Supporting components verified in code

Policy engine (services/policy, OPA/Rego + Python fallback + tests); output DLP (dlp/redactor, 
16-class PII regex + 6-class NER, HMAC pseudonymization); malicious model-file scanning 
(zero_day/model_scanner + tests); runtime guards (zero_day/rce_guard, sandbox; 
services/runtime, response); integration control (M365/Google/Salesforce/agentic-AI OAuth-
grant discovery); agent identity and delegation; SIEM connector (Splunk, Sentinel, QRadar, 



Elastic, Google SecOps, Syslog/CEF); compliance engine (17 framework modules verified; 16 
have one-click policy packs); enterprise SSO (OIDC + PKCE, in control-plane); MFA (TOTP + 
backup codes, dashboard-auth); directory enrichment (Entra, Okta, Ping, AWS IAM); A-BOM 
inventory; vulnerability scanning (OSV + KEV/EPSS); secrets service + OpenBao; PQC/FIPS 
crypto.

20.4 Standing consequence for this report

Because content-authenticity/deepfake verification is absent from the codebase, every Class D 
deepfake incident carries Low applicability regardless of loss size, and CyberArmor’s realistic 
placement is described only via shipped mechanisms — chiefly ingestion-side URL/context 
gating for the phishing links that often accompany deepfake fraud, never detection of the 
synthetic media itself.

Minor doc/code discrepancies noted for the engineering team (immaterial to this report’s 
claims): the compliance table cites “policy packs per framework” but 16 of 17 frameworks have 
packs (SANS Top 25 has an assessment module, no pack); SSO/PKCE and KEV/EPSS are 
implemented in the control-plane service rather than the paths a reader might infer from the 
status table.

21 Appendix B — OWASP LLM and MITRE ATLAS / ATT&CK cross-
reference
Every identifier in this report was verified against primary framework sources on 2026-07-27: 
the OWASP GenAI project site for the LLM and Agentic Top 10 lists, MITRE’s published ATLAS 
dataset (content release 2026.06, dated 2026-06-30) for AML identifiers, and the MITRE 
ATT&CK STIX distribution (Enterprise v19.1) for T-numbers. One methodological note: 
atlas.mitre.org is a client-side application that serves no content to automated retrieval, so 
ATLAS identifiers were verified against MITRE’s own published dataset — the authoritative 
source that populates the site — rather than the rendered pages.

21.1 B.1 Corrections that verification forced

These four items are the ones most likely to appear, wrongly, in a document of this type. Each 
was corrected in this report.

Commonly cited Status Correct identifier Consequence

ATT&CK T1656 
Impersonation

REVOKED in 
ATT&CK v19 (April 
2026)

T1684.001 Social 
Engineering: 
Impersonation

The live T1656 page 
still renders as 
though active; only 
the underlying data 
and release notes 
show the revocation. 
Any 2026 report 
citing T1656 is out of 
date



Commonly cited Status Correct identifier Consequence

ATLAS AML.T0010 
“ML Supply Chain 
Compromise”

Name superseded AML.T0010 AI 
Supply Chain 
Compromise

MITRE 
systematically 
renamed ATLAS 
techniques from 
“ML” to “AI”. Also 
affects AML.T0024 
(Exfiltration via AI 
Inference API) and 
AML.T0029 (Denial 
of AI Service)

ATLAS AML.T0018 
“Backdoor ML 
Model”

Name and sub-
techniques 
superseded

AML.T0018 
Manipulate AI 
Model

The old poison-
versus-inject-payload 
sub-technique pair is 
obsolete; current 
children are .000 
Poison AI Model, 
.001 Modify AI 
Model Architecture, 
.002 Embed 
Malware

“Deepfake fraud has 
no AI-framework 
mapping”

False as of 2026 ATLAS AML.T0088, 
AML.T0052.001; 
ATT&CK T1683.002

Both frameworks 
added first-class 
deepfake coverage 
between October 
2025 and April 2026. 
Class D is no longer 
taxonomy-orphaned, 
and this report maps 
it accordingly

A fifth trap is worth flagging for anyone extending this work: the legacy OWASP page at 
owasp.org/www-project-top-10-for-large-language-model-applications/ still 
leads with the 2023 v1.1 list, which contains entries — Insecure Output Handling, Insecure 
Plugin Design, Model Theft — that no longer exist under those names. The current list lives at 
genai.owasp.org.

21.2 B.2 OWASP Top 10 for LLM Applications (2025) — full list and incident 
mapping

The 2025 list remains current; no 2026 revision of the LLM Top 10 has been published.

ID Official title Incidents in this database

LLM01:2025 Prompt Injection EchoLeak, Slack AI, 
CurXecute, CamoLeak, GitLab 
Duo, Comet, Chevrolet, DPD, 



ID Official title Incidents in this database

Freysa

LLM02:2025 Sensitive Information 
Disclosure

Samsung

LLM03:2025 Supply Chain Hugging Face model corpus, 
Hugging Face platform 
breach, MCPoison, PyTorch 
torchtriton

LLM04:2025 Data and Model Poisoning Hugging Face model corpus, 
Hugging Face platform 
breach

LLM05:2025 Improper Output Handling GitLab Duo, Chevrolet, DPD

LLM06:2025 Excessive Agency Freysa, Replit, Comet

LLM07:2025 System Prompt Leakage — no incident in this 
database turned on it

LLM08:2025 Vector and Embedding 
Weaknesses

— no incident in this 
database turned on it

LLM09:2025 Misinformation Air Canada, NYC MyCity, 
fabricated-citation sanctions

LLM10:2025 Unbounded Consumption — no incident in this 
database turned on it

Three of the ten categories have no incident behind them in this database. That is itself a 
finding worth stating: system-prompt leakage, vector and embedding weaknesses, and 
unbounded consumption are well-described risks that had not, by mid-2026, produced a 
publicly documented incident meeting this report’s evidence bar.

21.3 B.3 OWASP Top 10 for Agentic Applications (2026)

Published 2025-12-09, this is a separate framework from the LLM Top 10, using the ASI prefix. 
It did not exist when most incidents in this database occurred, but it describes the agentic 
failures more precisely than the LLM list does, so it is applied where it fits.

ID Official title Incidents

ASI01 Agent Goal Hijack Freysa, Comet

ASI02 Tool Misuse Freysa, CurXecute, MCPoison

ASI03 Identity and Privilege Abuse Replit

ASI04 Agentic Supply Chain 
Vulnerabilities

MCPoison

ASI05 Unexpected Code Execution CurXecute, Hugging Face 
platform breach

ASI06 Memory and Context 
Poisoning

—



ID Official title Incidents

ASI07 Insecure Inter-Agent 
Communication

—

ASI08 Cascading Failures —

ASI09 Human-Agent Trust 
Exploitation

—

ASI10 Rogue Agents Replit, Hugging Face 
platform breach

21.4 B.4 MITRE ATLAS techniques used in this report
ID Official name Tactic Incidents

AML.T0051.000 LLM Prompt 
Injection: Direct

Execution Chevrolet, Freysa

AML.T0051.001 LLM Prompt 
Injection: Indirect

Execution EchoLeak, Slack AI, 
CurXecute, 
CamoLeak, GitLab 
Duo, Comet

AML.T0053 AI Agent Tool 
Invocation

Execution, Privilege 
Escalation

CurXecute, 
MCPoison, Freysa, 
Replit

AML.T0054 LLM Jailbreak Defense Evasion, 
Privilege Escalation

Freysa, DPD

AML.T0010.001 AI Supply Chain 
Compromise: AI 
Software

Initial Access PyTorch torchtriton

AML.T0010.002 AI Supply Chain 
Compromise: Data

Initial Access Hugging Face 
platform breach

AML.T0010.003 AI Supply Chain 
Compromise: Model

Initial Access Hugging Face model 
corpus

AML.T0010.005 AI Supply Chain 
Compromise: AI 
Agent Tool

Initial Access MCPoison

AML.T0018.002 Manipulate AI 
Model: Embed 
Malware

AI Attack Staging, 
Persistence

Hugging Face model 
corpus

AML.T0110 AI Agent Tool 
Poisoning

Persistence MCPoison

AML.T0011 / .002 User Execution / 
Poisoned AI Agent 
Tool

Execution Hugging Face model 
corpus, Hugging Face 
platform breach

AML.T0024 Exfiltration via AI 
Inference API

Exfiltration EchoLeak



ID Official name Tactic Incidents

AML.T0025 Exfiltration via Cyber 
Means

Exfiltration GitLab Duo, Hugging 
Face platform breach

AML.T0057 LLM Data Leakage Exfiltration EchoLeak, Slack AI, 
CamoLeak

AML.T0086 Exfiltration via AI 
Agent Tool 
Invocation

Exfiltration Comet

AML.T0101 Data Destruction via 
AI Agent Tool 
Invocation

Impact Replit

AML.T0088 Generate Deepfakes AI Attack Staging Arup, $35M voice 
clone, HK$4M case, 
Singapore, HK 
syndicate

AML.T0052.001 Deepfake-Assisted 
Phishing

Initial Access Arup, $35M voice 
clone, HK$4M case, 
Singapore

AML.T0073 Impersonation Defense Evasion All Class D deepfake 
entries

AML.T0016.002 Obtain Capabilities: 
Generative AI

Resource 
Development

US v. Smith

AML.T0048 / .000 External Harms / 
Financial Harm

Impact Arup, Freysa, HK 
syndicate, US v. 
Smith

Two ATLAS notes bear on how Class D should be read. First, AML.T0052.001 Deepfake-
Assisted Phishing is almost exactly the Arup scenario — its official description covers 
impersonating executives, AI-cloned voice, and manipulating targets into transferring funds. 
Second, ATLAS carries two deepfake case studies (AML.CS0033 live deepfake injection against 
mobile KYC, and AML.CS0034 ProKYC account-fraud tooling), but both concern identity-
verification fraud rather than executive-impersonation wire fraud. The techniques for the Arup 
pattern exist; a canonical case study for it does not yet.

21.5 B.5 MITRE ATT&CK (Enterprise v19.1) techniques used
ID Official name Tactic Incidents

T1683.002 Generate Content: 
Audio-Visual Content

Resource 
Development

US v. Smith 
(generated songs); all 
Class D deepfake 
entries

T1684.001 Social Engineering: 
Impersonation

Stealth All Class D deepfake 
entries

T1566 Phishing Initial Access Arup, HK$4M case



ID Official name Tactic Incidents

T1566.004 Spearphishing: Voice Initial Access $35M voice clone

T1588.007 Obtain Capabilities: 
Artificial Intelligence

Resource 
Development

US v. Smith

T1683.002 is the technique that most directly describes deepfake executive fraud, and it is 
new: created 2026-03-25. Its official description covers “synthetic voice recordings, real-time 
altered audio or video during live interactions, fabricated profile photos and identity 
documents, or video content depicting fabricated or impersonated individuals,” and notes that 
“AI-assisted tools have enabled adversaries to produce synthetic media at scale and generate 
content that is more difficult to identify as inauthentic.” Its own references include the FBI’s 
2025 reporting and Europol’s deepfake work — the same evidence base this report draws on.

21.6 B.6 Where the frameworks do not reach

Three incident types in this database have no clean framework mapping, and the honest 
answer is to say so rather than force one.

The conventional breaches of AI systems — DeepSeek, McDonald’s/Paradox, Chattr, Vyro, 
WotNot, Microsoft’s 38TB exposure, the OpenAI Redis bug and the OpenAI forum access — 
map to ordinary ATT&CK techniques (valid accounts, exposed services, cloud misconfiguration) 
and to nothing in ATLAS or the OWASP LLM list, because no AI trust decision was involved. 
That absence is precisely why they are scored Low in this report; the taxonomy and the 
applicability rating agree.

Ungrounded output with legal consequence — Air Canada, NYC MyCity — maps to OWASP 
LLM09 Misinformation but to no ATLAS technique at all, because ATLAS models adversary 
behaviour and these incidents had no adversary. A system that harms its operator without 
anyone attacking it falls outside a threat framework by construction.

Training-data and copyright liability — Bartz v. Anthropic — has no security-framework 
mapping in either system, which is a reminder that the largest AI-related dollar figure in this 
report is not a security event at all.
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